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try, published by the Central Association of the Electrical Industry (Zentralverband
Elektrotechnik und Elektroindustrie (ZVEI) e.V.) in its most recent version as well as the
supplementary clause: "Expanded reservation of proprietorship"”

I3 PEPPERL+FUCHS



1 I T - [ T 1 7 7
1.2 Used SYMDOIS ....ccovrrrmrmmmmmmmmmmminnnnsssssssssssssssssssssssssssssssnssssssnsssssssssssnsssnes 7
1.3  Target Group, Personnel........cccccurmmmmmmmmmmmmmmmmnnsnmnesnneennnesnnnnnnsnssssssssssnes 7
1.4 Reference to Further Documentation.......ccccemmmmmmmmemmmeemeeeeeeeeeeeeenenneees 7
T 1T (1 T 8
1.6 Intended USEe ...t 8
1.7 IMProper USe....cciimeeeeeiiiiiriinnsseesnnns s sssss s s ssnm s s s s nnmmsssssnas 8
1.8 Mounting and Installation.........ccccueemmmmmmmssessssssneeeee s 8
> N o [o 11 E=3 [y ' 9
1.10 Operation, Maintenance, Repair .......cccccummmmmmmmmmmmmmmmmmnnnnnnnnnnnnnnnnnsnnsnnes 9
1.11 Delivery, Transport, DiSposal........cccccermmmmmmmmmmmmmmmmmmmmmmnmnnnnnnnnnnnnnsssssnnaes 9
Product Specifications...........cooceeeciiiiimmmmsnininnes s, 10
2.1 Functional OVerview ... 10
2.1.1  Network Management...........uuoiiiiiiiiiiiiiiie e 10
2.1.2  Security Management ... 11
2.1.3  Virtual Remote /O SyStem ... 11
2.1.4 Gateway Cache Management ..........ccceiiiiiiiiiiiiiiiieeeeee e 13
2.2 Scope Of DeliVery.......iiiiiiinsnmemmennns s ssmnnes 13
2.3 Operating Elements and Indicators ..........cccoerirmmmnnniinnnnnnssssssnnnes 14
2.3.1  LEDS e e e e e e e 14
2.3.2 Buttons and DIP SWiItChes..........uuuuuiiiiiiiiccccieee e, 15
Installation.......oeeeeiiiiii e ——————————— 19
3.1 Mounting Considerations..........cccccuiiiiiiiiiiiiisssmmmmmmnes e 19
3.1.1  Positioning the WirelessHART Gateway ............c.eeeeeeeiieiiiiiiniiiinnnee. 19
3.1.2  Antenna CharaCteriStiCS.......uuuuuuuuuuuiiiiirr e 19
3.1.3 Examples for Good and Poor Positioning.............ccceeeeriiniiiiiiiinnnnee. 21
3.2 Installing the Antenna.......... i ——— 22
3.3 Installing a Remote Antenna...........ccooorrirnnnnnnnnnnn e 23
3.4 Mounting the Gateway .........cccoeecmmmmmmmiiiinnii s 26

I PEPPERL+FUCHS



[ ]

3.5 Preparing Ethernet Connection ......ccccccvrmmmmmmmmmmmmmmmmnnmmnnssssssssssssssnne. 26
3.6 Preparing RS-485 CoNNECtiON......ccuummmmmmmmmmmmmmmmmmmmssssssssssssssssssssnsnnnnes 29
3.7 Connecting to Power Supply and Grounding........cceeeeeeeemmnnnnnnnnnnnnes 30
4 ComMMISSIONING...ccitrrmmmuriirrrrrnmnsnsssssrrrnnnsssssrr s nnnsssssns 32
4.1 Connecting via Ethernet ... s 32
4.2 Connecting via RS-485 ........ccccciiirmmmmmmrririnnnsnnssssssssssn s ssnns 34
5 Configuration via Web Interface ......ccccceemmeeeiiiiiiiiinnnnnnnnnnnnnes 35
5.1 Identification Parameters...........cccceiimiriiiminnsinnnnsnnnen 36
5.2 Wireless Communication Parameters.........ccccovmmmmmmmmmmmsmsnsssnsnsnnnnnnes 37
LT T 1= (1o 37
5.2.2  Operating MOUES. .....ccciiiiiiiiiiiiiee et 40
5.3 Wired Communication Parameters........cccccommmmmmmmmmmmmmmmmsmmmsssssssssnnnns 43
5.3.1  Serial INterface .......cccoooiiiiiieeeeeeee 43
5.3.2 EthernetInterface.......cccoooiii 44
5.3.3  HART ProtoCOl ......cooo i 45
5.3.4 MODBUS ProtOCOI .......cciiiiiieieeieeeee et 46
5.3.5 Emerson AMS Integration ..........ccccumiiiiiiiiiiiiiieeeeee e 47
5.4 DiagnoStiCS .....cccuuiiiissssmmmsssrssssrsssssssssssssss s s s s s s s s s s s s s s s s nnsnnnnnnnnnnnnnnnnnnnnnnnns 47
5.4.1  1dentifiCation.........cccoiiiiiiieeeeee e 48
5.4.2 Wireless CommUNICAtION......cccouiiiiiiieiiiiiie e 49
L0 3¢ B A/ = To W @7 0010 10T o To7= 11T ] o R 56
LTI Y T |4 == g o T 60
5.5.1  INStrUMENT LiSt... oo 61
5.5.2 MODBUS SettiNgS ....cceeiiiiiiiiiiiiiiieeeeeeee e 64
5.5.3 Automatic MODBUS Mapping......ccccceeeeiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeee e 65
5.5.4 Manual MODBUS Mapping for Input Status and Input Register........ 68
5.5.5  TOPOIOGY VIBW ...ueeiiiieieiie ettt eeees 75

I PEPPERL+FUCHS



[ ]

5.6  Additional FUnctions............ocirnner s 76
5.6.1  ReESel .. 76

5.6.2  Self TeST oot 77

5.6.3  SEtDTM AQArESS.....cceiiiiiiiiiiiiiiiiiiiiiiis e a e 77

5.6.4 SetDeviCe AQAreSS ......couuuriiiiiiiiiiiiiiiii e 78

5.6.5  ADOUL ... e e 78

5.6.6 Firmware Upgrade ... 78

5.6.7 Change PassSWOrd..............uuuuuiiiiiiiiiiiieii e 79

5.6.8 Upload Certificate for HTTPS Connection..........cccccceiiiiiiiiiiiinnnnnennn. 79

5.7 Measurement...........ccommmmmmeiiiiimmmnnnneee s s 81

6 Configuration via DTM and PACTWare .....cccccccccsismmmmmmmmnssssnnnns 83
6.1  Adding Ethernet Communication DTM ........ccccooommmiriiiinniiiiiscnnnnes 83

6.2 Adding RS-485 Communication DTM.........ccccoeommmmmiiiiinniiniiinnnnnnes 85

6.3 Adding Device DTM........oeeeeeee s 86

6.4 Online and Offline Parameterization (DTM).......ccccceeiiiiiiiiiiiiiinnnnees 86

7 Configuration via DD file and Emerson AMS Suite................ 88
7.1 INtegration......ueeee e ————————— 88

7.2  Configuration...........oooiiiiiiiiiiieeeer s ——————— 91

8 Operation.........cciiimciir e ———— 94
8.1 MODBUS and HART Status Information on Lost Connection........ 94

8.2 Network Enhancement .............ccmcniiiiiiinnmse s 97

9 Maintenance and Repair .......ccccccciiimmeiiiimcesnsins e 99
e T 1 o 7 99

10 Troubleshooting......ccccciiiiimmmmmmeiir e 100
10.1 Faults Indicated by LEDs of the WirelessHART Gateway ............. 100
10.2 Wired Communication Faults.........cccceememmmmmmmmmmmmmeeeeeeeeeeeeeeeeeeeeeenees 100
10.3 Wireless Communication Faults........ccuemmmmmmmmmmmeeeeeeeeeeeeeeeeeennnns 101

I PEPPERL+FUCHS



[ ]

11 Technical Specifications.........ccccceeeriiiiimmmmmsnine - 102
11.1  WHA-GW-F2D2-0-*-Z2-ETH ....coccireiremiirmirenrrmssrensssnssrnsssensssnsssenssnes 102
11.2 Telecommunication COmMPliaNCe........eeeemmmmmmmmeemmeneeneneenennanaas 104

P2 ] 1= ¢ U 1 105
12.1 HART Status INformation .......c.ceeiimiiiimcircrecire s iree s ressres e sn s nnnses 105
12.2 MODBUS Status INformation ........ccceiveirmiiecireireireireecreressrnsesnssnnses 107
12.3 CSV File SIrUCTUIE ... e ieeiieirecrecrecreeireseeses s sn s ses s sa s snsssassanssnssanssnnnen 108
12.4 Supported COMMAaNdS.......ccuuvmmemmmemmmmmmmmmmmnnnnnnnnnnnnnnssssssssssssssssssas 111

12.4.1 Universal ComMmMaNdS .. .. ccu e e e 111
12.4.2 Common Practice CommandsS .........coeueeueeeieeee e 111
12.4.3 Wireless COMMANAS ... cunienieeeeee e e e 112
12.4.4 DeVice COMMANAS ... on e e e 113
12.5  SOftWAre LICENSE .. ieieiieiieireirieirerseiresssnssnsssassasssassanssnssanssnssanssnnss 113

6

I PEPPERL+FUCHS



2015-07

WHA-GW-F2D2-0-A*-Z2-ETH

Safety

I3 PEPPERL+FUCHS

[0

Safety
Validity
The chapter “Safety” is valid as instruction manual.

Specific processes and instructions in this instruction manual require special provisions to
guarantee the safety of the operating personnel.

Used Symbols

This document contains information that you must read for your own personal safety and to
avoid property damage. Depending on the risk level, the warning messages are displayed in
descending order as follows:

Safety-Relevant Symbols

Informative Symbols

Note!
This symbol brings important information to your attention.

Action
This symbol indicates a paragraph with instructions.
Target Group, Personnel

Responsibility for planning, assembly, commissioning, operation, maintenance, and
dismounting lies with the plant operator.

Mounting, installation, commissioning, operation, maintenance and dismounting of the device
may only be carried out by appropriate trained and qualified personnel. The instruction manual
must be read and understood.

Reference to Further Documentation

Observe laws, standards, and directives applicable to the intended use and the operating
location. Observe Directive 1999/92/EC in relation to hazardous areas.

The corresponding datasheets, declarations of conformity, EC-type-examination certificates,
certificates and control drawings if applicable (see datasheet) are an integral part of this
document. You can find this information under www.pepperl-fuchs.com.

Due to constant revisions, documentation is subject to permanent change. Please refer only to
the most up-to-date version, which can be found under www.pepperl-fuchs.com.
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Marking

WirelessHART® Gateway
WHA-GW-F2D2-0-AB-Z2-ETH, WHA-GW-F2D2-0-AP-Z2-ETH, WHA-GW-F2D2-0-AS-Z2-
ETH

Pepperl+Fuchs GmbH
LilienthalstraBe 200, 68307 Mannheim, Germany

EC-Type Examination Certificate: FM 12 ATEX 0061 , for additional certificates see
www.pepperl-fuchs.com

&) 113G ExnANC IIC T4 Ge

Intended Use

The device is only approved for appropriate and intended use. Ignoring these instructions will
void any warranty and absolve the manufacturer from any liability.

The device must only be operated in the specified ambient temperature range and at the
specified relative humidity without condensation.

The device is used in control and instrumentation technology (C&l technology) for wireless data
transfer from HART devices.

Take the intended use of the connected devices from the corresponding documentation.
Improper Use

Protection of the personnel and the plant is not ensured if the device is not being used
according to its intended use.

Mounting and Installation

Prior to mounting, installation, and commissioning of the device you should make yourself
familiar with the device and carefully read the instruction manual.

Do not mount the device at locations where an aggressive atmosphere may be present.
Do not mount a damaged or polluted device.
Only use accessories specified by the manufacturer.

All circuits connected to the device must comply with the overvoltage category Il (or better)
according to IEC/EN 60664-1.

Observe the installation instructions according to IEC/EN 60079-14.

Connection or disconnection of energized non-intrinsically safe circuits is only permitted in the
absence of a potentially explosive atmosphere.

The device must be disconnected from the power supply prior to installation and maintenance.
The power supply may be activated only after all the circuits required for operation have been
fully assembled and connected.

I3 PEPPERL+FUCHS
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The usage of 2400 MHz equipment is bound to local restrictions. Ensure that local restrictions
allow usage of this device before commissioning.

Country Guideline

Bulgaria General authorization required for outdoor use and public service.
Italy If used outside of own premises, general authorization is required.
Japan The device is granted pursuant to the Japanese Radio Law and the Japanese

Telecommunications Business Law.
The device must not be modified (otherwise the granted designation number will
become invalid).

Latvia The outdoor usage of the 2.4 GHz band requires an authorization from the
Electronic Communications Office.

Norway May be restricted in the geographical area within a radius of 20 km from the
center of Ny-Alesund.

Rumania Use on a secondary basis. Individual license required.

Housing
To ensure the degree of protection:
The housing must not be damaged, distorted or corroded.
All seals must be undamaged and correctly fitted.
All screws of the housing/housing cover must be tightened with the appropriate torque.
Only cable of the appropriate size must be used in the cable glands.
All cable glands must be tightened with the appropriate torque.
All unused cable glands must be sealed or plugged with corresponding stopping plugs
Operation, Maintenance, Repair
The device must not be repaired, changed or manipulated.
If there is a defect, always replace the device with an original device from Pepperl+Fuchs.
Only use operating elements in the absence of a potentially explosive atmosphere.

When the device is in operation, maintain at all times a distance of at least 20 cm to the device
antenna. This also applies to any other person in the vicinity of the device.

Delivery, Transport, Disposal

Check the packaging and contents for damage.

Check if you have received every item and if the items received are the ones you ordered.
Keep the original packaging. Always store and transport the device in the original packaging.

Store the device in a clean and dry environment. The permitted ambient conditions
(see datasheet) must be considered.

Disposing of device, packaging, and possibly contained batteries must be in compliance with
the applicable laws and guidelines of the respective country.
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Product Specifications

Functional Overview

The WirelessHART gateway is the interface between the WirelessHART network and the
process control system. It supports WirelessHART networks with up to 250 network
participants and provides an RS-485 interface as well as an Ethernet interface. Both interfaces
transmit the HART or MODBUS protocol. OPC connectivity can be realized via the HART OPC
server. It can be configured via the device type manager (DTM) or device description (DD) in
connection with a configuration software. Furthermore, it provides a web interface for direct
access via a web browser.
Key Features

Graphical network analysis

Simple and automatic configuration options

Ethernet and RS-485 interface

HART and MODBUS protocol via both interfaces

Input WirelessHART wireless interface

24 V DC supply

Redundant power supply connections
Network Management

The WirelessHART gateway contains a network manager. The network manager takes care of
the wireless communication between the WirelessHART field devices. The network manager
takes care of the creation and maintenance of the wireless mesh network to ensure proper
communication between the WirelessHART field devices.

| i ®
SESES @
®
Figure 2.1 Network management

1. Step 1: advertising

2. Step 2: joining

3. Step 3: scheduling

4. WirelessHART gateway

5. WirelessHART field device

I3 PEPPERL+FUCHS
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First, the network manager sends advertising messages to announce the network’s existence.
When a WirelessHART field device receives such an advertising message, it tries to join the
network. If the WirelessHART field device can identify itself with the same network ID and join
key as stored in the WirelessHART gateway, the field device is allowed to join the network.
Otherwise, the field device will be rejected.

The network manager can also instruct already joined devices to advertise on its behalf.

In the next step, the network manager sends scheduling information to the field device. The
field device is told how to participate in the network and receives various information from the
WirelessHART gateway:

Number and identity of neighboring WirelessHART field devices,
When to send messages and which channels to use,
When to repeat messages for other WirelessHART field devices,

The optimal communication path for messages as well as alternative communication
paths in case of failure.

During this process, the field device may also apply to send messages in certain intervals and
ask the network manager for the appropriate resources. The network manager then takes care
that these resources are available. For example, the network manager informs other
WirelessHART field devices when to repeat messages.

Security Management

The security manager is part of the WirelessHART gateway. To make communication safe, all
messages are encrypted with industry-standard AES-128 block ciphers with symmetric keys.
Therefore, messages are unreadable for external listeners.

The security manager distributes the encryption keys and changes them in certain (random)
intervals, as an option.

Virtual Remote I/O system

The WirelessHART gateway makes wireless communication accessible to host systems
capable of HART technology through the following principles.

WirelessHART devices and wired devices connected to a WirelessHART adapter are made
available to host systems via a virtual HART 1/O system. This I/O system contains one or
multiple 1/O cards. Each I/O card has up to 2 channels. To each channel, up to 6 wired field
devices may be connected in multi-drop mode. — see Figure 2.2 on page 12

The WirelessHART gateway assigns a virtual I/O card to each WirelessHART device and
stores card and channel values in a list. The I/O cards are assigned to the WirelessHART
devices in chronological order (0 ... 249). New WirelessHART devices in the network are
assigned to the next available 1/O card.

WirelessHART devices are always assigned to channel 0 of an I/O card. All wired devices
connected to a WirelessHART adapter are always assigned to channel 1 of the same I/O card
as the adapter (multi-drop mode).

11
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Network Structure 1/0O Structure Instrument List

I/0 Card 0
Channel 0

WirelessHART Field Device ‘@

I/O Card 1

Channel 0

I—{ WirelessHART Adapter ‘ @
Channel 1

3 HART Field Device 1 ‘ @
@ HART Field Device 2 ‘ @
[ v : HART Field Device 3 ‘ @

D
o
BT

Figure 2.2 Network structure and corresponding I/O structure

Host application

WirelessHART gateway

WirelessHART field device (joined first): 1/0 card 0, channel 0
WirelessHART adapter (joined second): I/O card 1, channel 0

A

5. Wired devices 1...3 connected to WirelessHART adapter: I/O card 1, channel 1

If a WirelessHART device loses its connection to the WirelessHART gateway, it keeps its
position in the list and stays assigned to the respective I/O card. If the connection to the
WirelessHART gateway is re-established, the WirelessHART device has the same
channel/card values that it had before.

The same principle applies to the field devices connected to the WirelessHART adapter. After
communication to the WirelessHART gateway was lost, the field devices regain their previous
position as soon as the connection is re-established.

Note!

This list is stored in a non-volatile memory of the WirelessHART gateway. The card and
channel number assignment will remain the same after a restart of the WirelessHART gateway
or software.

Long Tag Emulation

The WirelessHART communication protocol uses the long tag to address devices. However,
long tags are only supported by HART 6 devices and newer devices (HART 6 = version 6 of the
HART communication protocol; current version: HART 7). Older devices, for example HART 5
devices, have to be addressed by the "Message" field. If a HART 5 device is connected to the
WirelessHART network using a WirelessHART adapter, the WirelessHART gateway emulates
the long tag with the "Message" field.

I3 PEPPERL+FUCHS
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Gateway Cache Management

The WirelessHART gateway caches parameters and dynamic values of the wireless and wired
subdevices and makes them available to the host. Some commands are automatically cached
by the WirelessHART gateway (upon read). Other commands, for example dynamic values, are
only cached if the respective field device publishes them (upon publishing). See chapter 5.4.2
Burst Lists

The responses to the commands listed in the following table are cached in the WirelessHART
gateway. Commands in the same row have an identical response frame and share the same
cache memory. The write commands (17, 18, 22, 51) will never get an immediate answer, but
their response will be cached (caching upon write-confirmation).

Information Cached by WirelessHART Gateway

Cache Command Description
Static configuration 0,11, 21 Read unique identifier
commands, cached upon (associated with tag or long
read or upon write tag)
confirmation 12, (17) Read (Write) Message

13, (18) Read (Write) Short Tag,

Descriptor, Date
20, (22) Read (Write) Long Tag
50, (51) Read (Write) Dynamic

Variable Assignments

Dynamic value commands, 1 Read Primary Variable
cached upon publishing only 2 Read Current and Percentage
3 Read All Variables
9 Read Device Variables and
Status
33 Read Device Variables
93 Read Trend
48 Read Additional Device Status

Status Information Caching

The WirelessHART gateway caches the device status byte separately for each wireless or
wired device. The device status will be cached from any type of received message, no matter if
from a wired or wireless device, or if it is a "published" or "normal" response.

The extended device status byte is cached in a similar way, but is available only for wireless
devices.

Scope of Delivery

The scope of delivery comprises the following components
Device WHA-GW-*
Antenna W-ANT-2400-2DB-ROD (Part. No. 215520)
3 stopping plugs for unused cable glands

Product documentation

13
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2.3 Operating Elements and Indicators

Inside the enclosure of the WirelessHART gateway there are LED indicators, DIP switches and
buttons. The operating elements and indicators can be accessed when the enclosure is open.

©

P
O e e @000 Q I
@ i '“4

A B SHD A B SHD SHD T T2 RX— RX+ T™X- TX+ 424V OV 424V OV

@\(@mwn LINE1 LINE2

~

CRTRN
%@?

L

o\ fo

O O O

Figure 2.3 WHA-GW with open enclosure

LEDs

Button A
Button B

4. DIP switches

2.3.1 LEDs

w P~

Figure 2.4 LED indicators

RS-485 communication status (yellow LED)

Power supply (green LED)

WirelessHART communication status (yellow LED)
Fault (red LED)

Ethernet communication status (yellow LED)

ok~ 0N

2015-07
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LED Indicators

LED indicators

RS-485 communication status (yellow LED)

LED flashes | A message is received by the WirelessHART gateway via the serial interface.
The LED does not flash if the message is not addressed to the WirelessHART
gateway or if a communication error was detected within the message.

LED off No serial communication at present.

Power supply

(green LED)

LED on

Power connected. The WirelessHART gateway ready.

LED flashes | Power connected, but the WirelessHART gateway is not yet ready to send
wireless commands, for example, right after power-up or after a device reset.
LED off Power disconnected. The LED may remain off for up to 40 seconds after

connection to power (system boot-up).

WirelessHART communication status (yellow LED)

LED flashes | A WirelessHART message is received by the WirelessHART gateway via the
wireless interface (including published commands and excluding published
events and notifications).

LED off No wireless communication at present.

Fault (red LED)

LED on Hardware fault which makes normal operation of the WirelessHART gateway
impossible.

LED flashes | Under certain conditions the LED flashes while the WirelessHART gateway
application tries to eliminate the fault.

LED off No hardware fault.

Ethernet communication status (yellow LED)

LED flashes | A message is received by the WirelessHART gateway via the Ethernet
interface. The LED does not flash if the message is not addressed to the
WirelessHART gateway or if a communication error was detected within the
message.

LED off No Ethernet communication at present.

Buttons and

DIP Switches

Figure 2.5

1. Button A
2. Button B

Buttons inside the enclosure of the WirelessHART gateway

15
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Time pressed

Function

Function of button A

> 3 seconds

Configuration reset: This button resets all parameters to the factory default
values, except the parameters set by button B and button A + B.
After 3 seconds, all LEDs light up to confirm the reset.

Function of button B

> 3 seconds

Communication reset: This button resets all parameters related to the wired
communication channels to the factory default values.
After 3 seconds, all LEDs light up to confirm the reset.

Function of button [A + B] (security mode disabled)

> 3 seconds

Password reset: When pressed while the Security Mode is disabled (— see
Figure 2.6 on page 16), the buttons reset the password of the web interface
(HTTPS password) to the factory default value. The factory default password
for the web interface (HTTPS) is "admin".

After 3 seconds, all LEDs light up to confirm the reset.

Function of button [A + B] (security mode enabled)

> 3 seconds

Network manager reset: When pressed while the Security Mode is enabled
(— see Figure 2.6 on page 16), the buttons reset the join key, network ID,
radio power and access mode to the factory default values.

After 3 seconds, all LEDs light up to confirm the reset.

Figure 2.6

A WON =

Note!

DIP switches

Switches 1 - 4: Polling address
Switches 5 - 6: Baud rate
Switch 7: RS-485 termination
Switch 8: Security mode

When using the DIP switches 1 ... 4 for setting the polling address of the WirelessHART
gateway, you can set addresses ranging from 0 ... 15 only. Alternatively you can set the polling
address using the configuration software. See chapter 5.3.3 see chapter 5.3.4

If using the configuration software, you can set addresses ranging from 0 ... 63 (HART) or
0...247 (MODBUS).

I3 PEPPERL+FUCHS
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DIP switches 1 ... 4
SWi1 Sw2 SwW3 Sw4 Polling address
OFF OFF OFF OFF 0
ON OFF OFF OFF 1
OFF ON OFF OFF 2
ON ON OFF OFF 3
OFF OFF ON OFF 4
ON OFF ON OFF 5
OFF ON ON OFF 6
ON ON ON OFF 7
OFF OFF OFF ON 8
ON OFF OFF ON 9
OFF ON OFF ON 10
ON ON OFF ON 11
OFF OFF ON ON 12
ON OFF ON ON 13
OFF ON ON ON 14
ON ON ON ON 15
Note!

When using the DIP switches 5 ... 6 for setting the baud rate, this baud rate applies for the
HART protocol as well as the MODBUS protocol. Alternatively you can set the baud rate using
the configuration software. See chapter 5.3.3 see chapter 5.3.4

If using the configuration software you can set individual baud rates for the HART protocol and
the MODBUS protocol.

(10

Caution!
Network security risk

Do not to use the security mode connection as a normal communication channel.
After the join key has been changed, disable the security mode (DIP switch 8 = OFF).

I3 PEPPERL+FUCHS

DIP switches 5 ... 6

SW5 SW6 Baud rate

OFF OFF 9600

ON OFF 19200

OFF ON 38400

ON ON 57600
Note!

The security mode has to be enabled (DIP switch 8) to change the join key using the DTM or
web interface or to reset the join key and network ID using the buttons inside the enclosure of
the WirelessHART gateway.

17
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DIP switches 7 + 8
RS-485
SwW7 termination SW8 Security mode
ON Connected ON Enabled
OFF Disconnected OFF Disabled

2015-07
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Installation

Mounting Considerations
Positioning the WirelessHART Gateway

Install the WirelessHART gateway first, before installing other WirelessHART devices. This way
you can check for proper operation of new devices as they are installed. Nevertheless,
consider the location of future WirelessHART devices that will be routed through the
WirelessHART gateway to ensure good connectivity.

Guidelines for Planning a WirelessHART Network

A line-of-sight between communication partners always is desirable. If a line-of-sight is
not possible, the obstacles should not be massive and the partners should be more to the
edge of an obstacle to allow the wave to "bend" around it (diffraction effect).

Consider moving objects that could affect the device's antenna range.
Install wireless devices at least 1 m above the ground.
Make sure that the device's antenna is aligned vertically for best results.

Make sure that a minimum of 2 other WirelessHART devices are well within the antenna
range of the device.

Do not position WirelessHART devices directly below or above each other. They would be
outside each other's antenna range.

Install WirelessHART devices at least 1 m away from each other.

Antennas must be at least 6 cm away from any wall or any metallic material running
parallel to it.

Position the device as far away as possible from metal surfaces or walls containing metal.
There should be as little metal close to the device as possible.

Do not position other 2.4 GHz devices like cordless phone bases or WLAN routers near
WirelessHART devices. Keep in mind other wireless networks using the same frequency
spectrum (WLAN, Bluetooth, etc.). Wireless technologies used in an industrial
environment must be able to coexist without disrupting each other. If multiple networks
operate in one plant, a frequency management should be applied as part of
administration.

If it is not possible to mount the WirelessHART gateway outdoors, you can also connect a
remote antenna to the WirelessHART gateway and mount the remote antenna outdoors.

Antenna Characteristics

The included antenna W-ANT-2400-2DB-ROD (Part. No. 215520) is an omnidirectional dipole
antenna. If you point the antenna upwards, the signal radiates horizontally with an angle of
approx. 45 degrees above and below the horizontal (donut shaped). Almost no signal will be
radiated directly above and below the antenna. Consider this when planning a WirelessHART
network. The height differences between wireless devices in a network should not be too big.

This is valid only for an antenna, which is placed outdoors with no metal surfaces in immediate
vicinity. The radiation pattern changes significantly when metal surfaces are close to the
antenna.
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The following diagrams show the antenna gain in two different planes.
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Figure 3.1

Antenna gain (side view, 2450 MHz, dBi)
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Figure 3.2

Antenna gain (top view, 2450 MHz, dBi)
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3.1.3 Examples for Good and Poor Positioning

a
Figure 3.3 Wave propagation, schematic representation (alpha = approx. 45°, may vary
considerably)
1 Weaker signal above and below; almost no signal directly above and below

2 Stronger signal sideways

Figure 3.4 Good positioning: Devices are within each other's antenna range

2015-07
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y

L.

Figure 3.5 Poor positioning: Devices are not within each other's antenna range

3.2 Installing the Antenna

) Connecting the Standard Antenna (W-ANT-2400-2-ROD)

Firmly screw the antenna to the antenna terminal of the WirelessHART gateway.

2015-07
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3.3 Installing a Remote Antenna

If the WirelessHART gateway is mounted indoors, or if there are many metal obstacles in the
immediate surroundings, you can also connect a remote antenna to the WirelessHART
gateway. Note that the use of a different antenna or the use of an antenna with a different
antenna gain is subject to legal restrictions.

Installation Diagram

SVAVS
e
z
7
=
§a ®)
Figure 3.6 Installation diagram
1. External antenna (omnidirectional or directional antenna)
2. Coaxial adapter
3. Coaxial cable
4. )\/4 surge protector
5. Coaxial cable
6. Coaxial adapter

7. WirelessHART gateway

Connection Diagram

Standard Adapter Coaxial Cable Surge Coaxial Cable Adapter WirelessHART
Antenna Protector Gateway
2 dBi or
Adapter
Y )—|:| — ——————— — = |:| amt — ————————— —1 |:| >—— | WHA-GW-*
TNCM TNCF = NF NM NM  NF NF  NM NM NF TNCM  TNCF
Non-Standard
Antenna 6 ... 14 dBi
Y — —_—)— |:| —(— — |:| >—— | WHA-GW-*
NF NM NM NF NF NM NM NF TNCM  TNCF
[ I
T ———
Maximum Gain

Figure 3.7 Connection diagram for standard and non-standard antennas

2015-07
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Installation Examples

Cable configurations for coaxial cable W-
WirelessHART ACC-CA-NM-NM-*

Antenna gateway radio power | EU US & Canada
W-ANT-2400-2-ROD | 10 dBm im im
Omnidirectional rod
2 dBi 2m 2m
W-ANT-2400-6dB- 10 dBm 2m+2m The use of alternative
ROD-NF antennas is not
Omnidirectional rod 5Sm allowed.
antenna
6 dBi 5m+1m

5m+2m
W-ANT-2400-8dB- 10 dBm 5m+2m The use of alternative
PAN-NF antennas is not
Directional panel S5m+5m allowed.
antenna
8.5 dBi 10m
W-ANT-2400-14dB- | 10 dBm 5m+10m The use of alternative
PAN-NF 0dB y antennas is not
Directional panel m m allowed.
antenna Tm+1m
14 dBi

2m

2m+1m

2m+2m
"The power level of the WirelessHART gateway can be configured using the Wireless
Communication Parameters. See chapter 5.2

Danger!
Loss of radio approval and/or device certification

The use of unqualified accessories may void the radio approval and/or Ex certification of the
device. In this case, the device must no longer be used.

Use only qualified remote antennas and accessories that are listed in the installation examples
or that respect the limits mentioned below. If in doubt, consult your national regulations expert.

Remote antennas and accessories must respect the following limits:

Antenna must comply with the laws for usage of 2400 MHz equipment of the country of
installation.

Radio frequency < 50 pJ
Radio frequency power <2 W

Antenna gain <20 dBi
Furthermore, the allowed antenna gain depends on the laws for usage of 2400 MHz
equipment of the country of installation.

Maximum gain for EU < 4 dBi

Maximum gain for US & Canada < 2 dBi

The maximum gain consists of the antenna gain minus the loss of all other components,
such as, cables, adapters, etc.

24
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) Connecting a Remote Antenna

1. Select aninstallation example that meets the legal requirements and restrictions of the coun-
try of installation. See table "Installation Examples" on page 24

2. Install the components according to the installation diagram. — see Figure 3.6 on page 23

3. Install the surge protector according to the instructions given by the manufacturer. If
possible, the surge protector should be grounded directly to keep the ground connection as
short as possible. Note that only a complete protection system according to IEC 62305-1
can protect your equipment and personnel.

4. Protect outdoor connections with weatherproof sealing tape to minimize corrosion and to
improve long-term durability.

2015-07
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Mounting the Gateway

The mounting location should be well accessible for mounting and electrical installation. Make
sure that there is enough space to open the enclosure cover and to access the terminals,
switches, and cable glands. Choose a mounting location that meets the requirements of the
climatic limits specified in the technical data.

The enclosure has a degree of protection of IP65 and is designed for wall mounting (mounting
accessories and tools not included). See table "Installation torque for cable glands and
enclosure cover" on page 31

Required tools:
2 screws (M6)
Drill
Screwdriver

Depending on the mounting surface, you may need additional mounting material.

O B

4

_o
=B

Figure 3.8 Mounting holes and enclosure screws

1 Mounting holes for M6 screws
2 Enclosure screws

Mounting the Gateway

1. Drill 2 holes into the mounting surface so that they match the holes of the enclosure.
2. Screw the device to the mounting surface using M6 screws.

Preparing Ethernet Connection

The WirelessHART gateway is equipped with a galvanically isolated Ethernet interface. Note
that the maximum length of the cable running from the WirelessHART gateway to the Ethernet
access point is 100 m or less, depending on the cable type and transfer rate. Ensure sufficient
relief of tension on the cables during installation and note the minimum bending radii of the
cables.

Danger!
Explosion hazard

Connection and disconnection of cables or antennas may cause a spark that can ignite a
potentially explosive atmosphere.

Connect or disconnect cables or antennas only in the absence of a potentially explosive
atmosphere.
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Wiring the Ethernet Interface

1. Unscrew the 4 screws of the enclosure cover and remove the cover.

2. Route the Ethernet cable through the cable gland in the middle of the enclosure of the
WirelessHART gateway. The permissible cable diameter lies between 6 ... 10 mm.

3. Connect the Ethernet cable to the Ethernet terminal block. Depending on the Ethernet
access point, use straight-through or crossover wiring.

eJo/e/0[0[00
QDD DD DD

SHD T T2 RX—= RX+ TX-= TX+
ETHERNET

58 B B85

L5 The WirelessHART gateway is now connected to the Ethernet network. The yellow
Ethernet communication status LED starts flashing when a correct HART or MODBUS
protocol message is received.

4. Tighten the cable glands with appropriate torque. See table "Installation torque for cable
glands and enclosure cover" on page 31

5. Seal empty cable glands with the provided plugs.

6. Tighten the enclosure cover with appropriate torque. See table "Installation torque for cable
glands and enclosure cover" on page 31

You do not need a RJ45 plug to connect the Ethernet cable to the WirelessHART gateway.
However, you need a RJ45 plug at the other end of the cable to connect the cable to an
Ethernet hub, switch, router, or PC.

Pinout of the RJ45 Plug

There are different standards for the RJ45 plug: T568A and T568B. The difference between
both standards is that some wires are connected to different pins of the plug.

8765432
Signal Pins Wire color of T568A plug Wire color of T568Bplug
TX+ 1 White/green stripe White/orange stripe
TX- 2 Green Orange
RX+ 3 White/orange stripe White/green stripe
4 Blue Blue
5 White/blue stripe White/blue stripe
RX- 6 Orange Green
7 White/brown stripe White/brown stripe
8 Brown Brown

I3 PEPPERL+FUCHS
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Straight-Through or Crossover Wiring

Depending on the network topology, use straight-through or crossover wiring to connect the
WirelessHART gateway to an Ethernet access point. Note that newer Ethernet hubs, switches,
and routers are able to detect whether straight-through wiring or crossover wiring has been
used and adjust the pinout automatically if necessary.

28

Wiring with a T568A Plug

Terminal block an
WirelessHART gateway Straight-through Crossover
T1 Brown Brown
White/brown stripe White/brown stripe
T2 Blue Blue
White/blue stripe White/blue stripe
RX- Orange Green
RX+ White/orange stripe White/green stripe
TX- Green Orange
TX+ White/green stripe White/orange stripe
SHD Cable shield Cable shield
Witing with a T568B Plug
Terminal block an
WirelessHART gateway Straight-through Crossover
T1 Brown Brown
White/brown stripe White/brown stripe
T2 Blue Blue
White/blue stripe White/blue stripe
RX- Green Orange
RX+ White/green stripe White/orange stripe
TX- Orange Green
TX+ White/orange stripe White/green stripe
SHD Cable shield Cable shield

I3 PEPPERL+FUCHS
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Preparing RS-485 Connection

The WirelessHART gateway is equipped with a fully galvanic isolated RS-485 interface. Note
that the maximum length of the cable running from the WirelessHART gateway to the process
control system is 1200 m or less, depending on the cable type and transfer rate. Use shielded
twisted pair (STP) cables only. Ensure sufficient relief of tension on the cables during
installation and note the minimum bending radii of the cables.

Note!
Terminator

The interface is daisy-chain capable through its duplicated RS-485 terminal block. If the RS-
485 cable ends at the WirelessHART gateway and is not routed to other devices (no daisy-
chain connection), activate the integrated terminator to ensure reliable RS-485 communication.
The terminator can be switched on or off using the operating elements and indicators inside the
enclosure (see chapter 2.3) or using the serial interface (see chapter 5.3.1).

Figure 3.9 RS-485 interfaces

1. First RS-485 interface
2. Second RS-485 interface

Note!
Grounding

If the cable shield is grounded, the grounding should only be connected to one end of the
cable, in order to avoid equipotential bonding currents.

Wiring the RS-485 Interfaces

1. Unscrew the 4 screws of the enclosure cover and remove the enclosure cover.

2. Route a shielded twisted pair cable through the first cable gland from the left on the bottom
of the enclosure. The permissible cable diameter lies between 6 ... 10 mm.

3. Connect the shielded twisted pair cable to the first RS-485 terminal block.

4. For a daisy-chain connection, route the second shielded twisted pair cable through the
second cable gland from the left on the bottom of the enclosure. Connect the second
shielded twisted pair cable to the second RS-485 terminal block.

5. If the RS-485 bus ends at the WirelessHART gateway, set DIP switch number 7 to "ON" to
activate the terminator. See chapter 2.3.2

L3 The WirelessHART gateway is now connected to the RS-485 network. The yellow RS-
485 communication status LED starts flashing when a message is received.

6. Tighten the cable glands with appropriate torque. See table "Installation torque for cable
glands and enclosure cover" on page 31

7. Seal empty cable glands with the provided plugs.

8. Tighten the enclosure cover with appropriate torque. See table "Installation torque for cable
glands and enclosure cover" on page 31
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Gateway Wiring (RS-485 Connection)

Wire RS-485 cable

Terminal WHA-GW

Meaning

RxD/TxD - (RS-485 A) A RS-485 differential signal
RxD/TxD + (RS-485 B) B
Shield SHD Cable shielding

(e

Connecting to Power Supply and Grounding

There are two 24 V DC power supply terminal blocks located inside the WirelessHART
gateway, allowing for redundant power supply. Open the enclosure cover to access the terminal
blocks.

Note!

Ensure sufficient relief of tension on the cables during installation and note the minimum
bending radii of the cables.

o0 o0

D] (DD

+24V oV +24V oV

IJrfE1 IJN‘E2
Figure 3.10 Power supply

1. First power supply connection
2. Second (redundant) power supply connection
3. Ground connection

Connecting to Power Supply and Grounding

Connect one of the grounding terminals to a ground wire. — see Figure 3.10 on page 30
Unscrew the 4 screws of the enclosure cover. — see Figure 3.8 on page 26

Remove the enclosure cover.

Ensure that appropriate power is supplied.

Draw the power cable through the second cable gland from right.
The permissible cable diameter lies between 6 ... 10 mm.

6. Connect the power cable to the first power supply connection "Line 1" observing polarity.
— see Figure 3.10 on page 30

7. If you want to connect a redundant power supply (optional), draw the second power cable
through the cable gland on the far right of the enclosure.

ok w0

8. Connect the second power cable to the second power supply connection "Line 2"
observing polarity.

Lo The WirelessHART gateway is connected to power supply.

9. Tighten the cable glands with appropriate torque. See table "Installation torque for cable
glands and enclosure cover" on page 31

10.Seal empty cable glands with the provided plugs.

30
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11.Tighten the enclosure cover with appropriate torque. See table "Installation torque for cable
glands and enclosure cover" on page 31

Note!

The tightening torques of cable glands depend on what type of cable is used and must
therefore be determined by the user. The cap nuts must be securely tightened. Tightening the
cap nuts too tight can have a negative effect on the protection class. The following figures
should be taken as rough guides only.

[0

Installation torque for cable glands and enclosure cover

Installation torque cable Type of cable glands
glands

2.5Nm Plastic

4.11 Nm Nickel plated brass

4.11 Nm Stainless steel

Installation torque enclosure cover

2.5Nm

Table 3.1 Installation torque for cable glands and enclosure cover

2015-07
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Commissioning
Connecting via Ethernet

Once the WirelessHART gateway is connected to the Ethernet jack of your PC, update the local

network settings of your PC to communicate with the WirelessHART gateway.

Update Network Settings (Windows 7)

1. Connect the Ethernet cable to the Ethernet jack of your PC.
2. Choose Windows Icon > Control Panel > Network an Sharing Center.
3. Inthe View your active networks section, click Local Area Connection and then click

Properties.

L5 The Local Area Connection Properties window opens.

=% Local Area Connection Properties

General | Advanced

Connect uzing:

E& IntellR] PROA000 CT Metwark Cann

Thiz connection uzes the following iems:

v % Cliert for Microsoft Metworks

v @VMW&IE Bridge Protocol

vl .@, File and Printer Sharing for Microsoft Metworks
W] %= Intemet Pratocal [TCRAR]

| Descrption

Transmizzion Control Pratocol/ntemet Protocal. The default
wide area network, protocol that provides communication
across diverze interconnected networks.

[] Show icon in notification area when connected
Matity e when thiz connection hag limited or fo connectivity

Inztall.. Urinizt Fropertie: &

I 0K ][ Cancel l

Figure 4.1 Local Area Connection Properties window

4. Select the list entry Internet Protocol (TCP/IP).
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5. Press Properties.
Lo The Internet Protocol (TCP/IP) Properties window opens.

General

You can get 1P zettings azsigned automatically if pour network: supports
thiz capability. Otherwise, vou need to ask your netwark, administrator for
the appropriate IP zettings.

("3 Obtain an IP address automatically
~(®) Use the follawing IP address:

IP address: 192 168 . 1 1000
Subnet mask: 250 20 0 2550

(73 Obtain DHS server address automatically
~—(®) Use the following DNS server addiesses:
Preferred DMS zerver:

Altemate DNS server

|

i DK i I Cangel ]

Figure 4.2 Entering IP address and subnet mask

6. Choose Use the following IP address and type 192.168.1.100 into the field IP
address.

7. Type 255.255.255.0 into the field Subnet mask.

8. Press OK.
L Your PC is now ready to communicate with the WirelessHART gateway.
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Connecting via RS-485

Once the WirelessHART gateway has been connected to the RS-485 bus, you can connect the
RS-485 bus to your PC. This can be done by using an RS-485 to RS-232 converter or using an
RS-485 to USB converter.

Note!

The usage of an approved RS-485 converter is recommended for faster configuration and
more reliable high-speed operation. In addition, the usage of a galvanically isolated RS-485
converter is strongly recommended for permanent installations.

Connect the RS-485 Bus to your PC

1. Connect the RS-485 to RS-232 converter or the RS-485 to USB converter to your PC.

2. To find out to which COM port the converter is connected, open the Windows® device
manager. Click Windows Icon > Control Panel > System > Device Manager.

3. Under Ports (COM & LPT) you see the converter and its COM port. Make a note of the
COM port number. You will need the COM port number when setting up the communication
DTM for the RS-485 connection.

£ Device Manager

Datei  Akkion  Ansicht 7

y | & B B

+]-gw Disk drives
+- @ Display adapters
[+ DVDJCD-ROM drives
+1-{4g Human Interface Devices
+]-i=% IDE ATAPATAPI controllers
+1-» Keyboards
-7 Mice and other peinting devices
+- 8 Monitars
+| 8 Metwork adapters
=5 Parks [COM &LPT)
J Communications Port (COM1)
7 ECP Printsr Port (LPT1)
,—l&i 1-7561 USB-to-R5Z32/4 220455 Converter (COMS)
+| ¥ Processors
@, Sound, video and game contrallers

[+ 5 Systern devices
£3 Universal Serial Bus controllers

Figure 4.3 USB converter in device manager
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5 Configuration via Web Interface

When configuring the WirelessHART gateway via the web interface, the WirelessHART
gateway must be connected to your PC via Ethernet.

) Log in to the Web Interface

1. Start your web browser.
2. If your web browser uses a proxy, deactivate the proxy.

3. Type the IP address of the WirelessHART gateway into the address field. The default IP
address is 192.168.001.001. If you changed the IP address of the WirelessHART
gateway, type in the new |IP address.

Lo Depending on the security settings of your web browser, you may see a security warning.
In this case, click OK and proceed to the login screen.

‘WirelessHART Gateway Access Control

User nare: | £ admin

Passward: | | |

[CIRemember my password

[ QK ” Cancel .]

Figure 5.1 Entering login data for secure connection

4. Enter your user name and password. The default user is admin and the default password is
admin.

5. Click OK.

2015-07
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Identification Parameters

The identification parameters provide various information about the device and identify the

device within the network.

I?"E'arameter
. ldentification

- Diagnostics
E-Engineering

“Wireless Communication
- Ewired Communication

E-Additional Functions

Device Long Tag: wirelessGateway

Device Tai: WHA_GYY

Descriptar: DESC

“Measurement DCiate: 201 2
Message: NOMESSAGE
Country Code: Germany
Figure 5.2 Parameter > Identification

Identification Parameters

Parameter Description Default
Device Long | Identifies the device in a WirelessHART network. Enterup to | —
Tag 32 characters.
Device Tag Identifies the field device within the process plant. Enter up to| —
8 characters.
Descriptor Further description of the device. Enter up to 16 characters. | —
Date User-defined date (e.g. last parameter change). Format: -
DD.MM.YYYY
The Date parameter is not modified by the WirelessHART
gateway. It must be set by the user or a host application.
Message User-defined message. Enter up to 32 characters. -
Country Select the country code of the country in which the device is | —
Code operated from this drop-down list.

Table 5.1

Identification Parameters
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5.2
5.2.1

[0

Wireless Communication Parameters

Setup

The setup parameters contain the necessary information for establishing and maintaining a

WirelessHART network.

E!--E'arameter
Identification

Wilireless Communication EtllL |dem0wand |
mg?at;:;ting Mades HEwo D ]
D"."Wired Carmrmunication Joir Key part 1 of 4 (HEX: [ |
iagnostics
S:.Egdgiitrifr?arilanunctions allvkans S R |ﬂ'm'ﬂ'* |
- Measurement Joir Key pant 3 o4 (HEXy,  [meeees |
Join Key part 4 o7 4 (HE¥:  [rereems |
Witite Jain Infarmation: [ . ]
Real Time Clock Date: §3 |af6r2012 |
Real Time Clock Time: LY |07:44:00.237 |
MNetwork start date:  [7/13/2012 |
Metwork starttime:  [12:28:54 |
Allow new Devices: | al [=]
Radio Power. | 100Bm ]
Bandwidth Profile: | Narmal Bandwidth Prafile [~]
Global Advertising Timeout: [ |
Activate Glabal Advertising: ’ Sy ]
Figure 5.3 Parameter > Wireless Communication > Setup
Note!
Join Key

The Join Key parameter can only be edited when the security mode is activated by means of a
DIP switch inside the enclosure of the WirelessHART gateway. To activate the security mode,

set DIP switch 8 to ON. — see Figure 2.6 on page 16
In the security mode it is possible to use CMD 768 HART command to set the join key of the
WirelessHART gateway as required.

I3 PEPPERL+FUCHS

37




38

Caution!

Possible loss of connection when changing Network ID

If you change the Network ID parameter of an already operating WirelessHART network, the
WirelessHART gateway stores the new network ID and applies the network ID the next time the

network is reformed (note that reforming the network can take a long time). When the new
network ID becomes active, the connection to other WirelessHART devices can get lost.

When changing the network ID in the WirelessHART gateway, write the new network ID to each
wireless device in the network using either the wired or the wireless connection. Again, the new
network ID will be stored in the device and will be applied the next time the network is reformed.

Setup Parameters

Parameter

Description

Default

Network Tag

Identifies the device in a WirelessHART network. Enter up to
32 characters.

Network ID

Each wireless device needs to store a network ID to identify
the WirelessHART gateway it is expected to connect to. Enter
up to 5 digits. The network ID may range from O ... 65535.
Press Write Join Information to store the new network ID to
the WirelessHART gateway. Remember to change the
network ID of the other wireless devices in the network, too.
The network has to be reformed before the new network ID
takes effect. To reform the network, choose Reform Network
in the Additional Functions > Reset menu.

1945

Join Key Part
1..4

The join key is a common network password. Each wireless
device needs this join key to be allowed to join the network.
The join key consists of up to 32 hexadecimal characters
(0...9,a...f). There are four text fields. Enter up to 8
hexadecimal characters into each text field. Each text field
must contain the same number of characters (e.g. 5 each).
Press Write Join Information to store the new join key to the
WirelessHART gateway.

This parameter can only be edited if the security mode is
activated by means of a DIP switch. — see Figure 2.6 on
page 16

The network has to be restarted for the new join key to
become active. Reform the network by pressing Device
Reset in the Additional Functions > Reset menu.

If the join key is changed, the currently joined wireless
devices will remain connected with the network. However, no
device will be allowed to join unless it stores the new join key.
Available only online.

EO090D6E2
DADECE94
C7E9C8D1
E781D5ED

Write Join
Information

Stores the Network ID and Join Key to the WirelessHART
gateway. Please read the information related to the network ID
and join key in this section including the security notes.
Available only online.

RTC Date

Real-time clock (RTC) date setting for the network. Enter a
date in the following format: DD:MM:YYYY.
Available only online.

RTC Time

Real-time clock (RTC) time setting for the network. Enter a
time in the following format: hh:mm:ss.
Available only online.

Network start
date

Shows the date at which the network was (re)started.
Available only online.

Network start
time

Shows the time at which the network was (re)started.
Available only online.

Allow new

Devices

Specify if new devices are allowed to join the WirelessHART
network.

all
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Parameter Description Default

Radio Power | Power level of the radio transmitter of the WirelessHART 10 dBm
gateway, which should normally be set to 10 dBm. Observe
local restrictions for 2400 MHz equipment.

Bandwidth | This option allows you to increase network performance by | Normal
Profile reducing the latency, which increases the energy Bandwidth
consumption and reduces battery life of the network Profile
components. We recommend that you use the medium and
high performance profiles if latency reduction is more
important than battery life.

The network has to be reformed for the new bandwidth profile
to become active. To reform the network, choose Reform
Network in the Additional Functions > Reset menu.

Global If Global Advertising is activated, the WirelessHART -
Advertising | gateway and the network components will send a series of
Timeout identification messages at a frequency higher than normal to

identify new wireless devices and to reduce the network join
time. The messages are sent until the Global Advertising
Timeout is reached.

Enter the timeout in minutes. The timeout may range from

1 ... 255 minutes.

Activate If activated, the network manager sends advertising

Global messages to announce the network’s existence. When a
Advertising | WirelessHART field device receives such an advertising
message, it tries to join the network.

Enabling Global Advertising increases energy consumption
of the network components. Therefore we recommend that
you use this features only if needed, for example if you expect
new devices to join the network. Note that you can activate

Global Advertising without reforming the network.

Table 5.2 Setup Parameters

You can use the Channel Blacklist to disable selected channels. If there are other wireless
networks in the area where the WirelessHART network is located, you can make sure that
channels are not used by multiple networks at a time.

Channel Blacklist

2405 GHz 2430 GHz 2455 GHz 2475 GHz

CH1 CH2 CH3 CH4 CHS CHE  CHY CHS CHo

CH10 cCHi1 CH12  cH13  CH14  CHi1S
Active

Aterrestat ] M B M HM M M M M M M M M FH ®

Selection okay
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) Create Channel Blacklist

1. To disable a channel, deactivate its check box in the Channel Blacklist area. Note that at
least 5 channels must remain active.

2. Click Send to Device to transfer the updated blacklist settings to the WirelessHART
gateway. Note that the WirelessHART gateway stores the updated blacklist but does not
apply the updated settings unless the network is reformed.

3. Go to Additional Functions > Reset and click Reform Network to apply the updated
channel blacklist.

Example!

Note that a WLAN channel based on the IEEE 802.11 standard is wider than a WirelessHART
channel based on the IEEE 802.15.4 standard. If running a WirelessHART network in such an
area, we recommend that you also disable adjacent channels. For example, if channel 5 is
already occupied by a wireless network based on the IEEE 802.11 standard, we recommend
that you disable the WirelessHART channels 4, 5, and 6.

(10

Note!

In addition to the manual channel selection, the WirelessHART network adapts the channel
usage dynamically to new situations, for example if a new wireless network is installed in the
area where the WirelessHART network is located.

(210

5.2.2 Operating Modes

The Operating Modes table displays all devices of the WirelessHART network and their
operation modes. It represents the virtual I/O system of the WirelessHART gateway. See
chapter 2.1.3

Whenever a wireless device joins the network, it is automatically inserted into the Operating
Modes list if it is not already existing. Wired devices connected to a WirelessHART adapter will
also be inserted.

Bl Parameter
Identification Operating Modes
Elireless Communication
= Setup
Operating Modes Refresh
E-ired Communication
Bl Diagnostics Long Tag 10-Card | Channe... | Device Type Stat Dew. Stat Routing Device... | Fast Pipe | Enforce dentifict... | Flush Cache
BJ-Engineering
B wirelesstat 251 1 WHA-CY
B-Additional Functions St U -
Measurement = T209innen 1 0 WHA-UT v ()]
Bl Test_Dev_574 3 i WHA-ADF [
= SDOE 3 1 SDOE =
B Test_Pev_ 556 4 0 WHA-ADF & J X
= 6266 4 1 6266 ® O
* T20%ussen 5 o WHALT v O
Bl Test_Device_B04 B [i] WHA-LDP J
. 3 1 Ela [
Bl Test_Dev_S76 7 i WHA-ADF J
= NEW_VEGL 7 1 B2E2 |:‘
= EH_SWATO_MN_FMR.. & [i] SWATO v D
] WHa_aDP_aN_Posti . 9 a WHA-ADP [
= SAMSONITI0 £l 1 I3 @® (]
B WHA-ADP-ConTran 10 0 WHA-ADP & [ X
= ConTran_Long_Ta.. 10 1 CoreTran MY ® O
* MULTDROP 11 0 WHA-ADF A2 [
© 4000000341007 z o WHAT v =]
= 40000003410029 12 a WHA-UT v (]
= 4000000341027 13 0 WHALT v ]
Figure 5.5 Parameter > Wireless Communication > Operating Modes
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If required, click Refresh to reload the operation mode parameters of all devices.

Caution!
System failure

If you click Refresh right after the device was switched on or reset, the system may stop

responding.

If the device was switched on or reset, wait about 1 minute until the boot process is complete
before you click Refresh.

Note!

[0

General Data

If using the DTM and PACTware to configure the WirelessHART gateway, the following data is
available only during online parameterization.

Displayed
Information

Description

Long Tag

Displays the long tag of the device.

HART 5 devices and older devices do not support long tags. For those
devices, the WirelessHART adapter uses the content of the Message field
which will be displayed here instead.

I1/0 Card

Indicates the virtual I/O card number to which the device is mapped to. See
chapter 2.1.3

Channel

Indicates the channel of the virtual I/O card that the device is mapped to. See
chapter 2.1.3

The value 0 identifies a WirelessHART device or a WirelessHART adapter,
while the value 1 identifies a wired device connected to a WirelessHART
adapter.

Device Type

Displays the device type as registered at the HCF.

Status

The following communication statuses exist:

. communication not possible

W communication possible, device not identified

W (flashing) communication possible, identification ongoing
. device connected and identified

Dev. Status

Note that the device status displayed in the list may differ from the actual
device status because the HART status bits may be interpreted differently.
The following device statuses exist:

0 maintenance required
A out of specification
@ check function

.failure

I3 PEPPERL+FUCHS
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Operating Mode Parameters

Parameter

Description

Routing
Device

Indicates whether the device is allowed to act a routing device. This option
enables you to set up a star network, or to increase the battery life of certain
devices.

To deactivate the routing functionality, deactivate the corresponding check
box in the Routing Device column.

The network has to be reformed before the activated/deactivated routing
functionality takes effect. To reform the network, choose Reform Network in
the Additional Functions > Reset menu.

Fast Pipe

This option establishes a direct connection to a selected device. The fast pipe
connection is about 4 times faster than a regular connection, which enables
you to perform fast updates.

To establish a direct connection to a selected device, activate the Fast Pipe
check box. Note that you can activate the Fast Pipe option only for one device
at atime.

Flush Cache

This option deletes the cache of the received HART commands.
Note that the measured values will not be deleted to allow host applications to
work with the last measured values.

Force
Identification

This option forces a device to resend its identification, for example if a
communication failure occurred.

Note that this option is available only for devices that have not been identified
yet.

Delete Device

To remove a device from the list, click the E X-sign at the end of the row.
Note that this option is available only for devices that have no connection to
the network.

Table 5.3 Operating Mode Parameters
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5.3
Note!

(10

Wired Communication Parameters

DTM when changing the following parameters of the WirelessHART gateway.
Parameterization > Wired Communication > Interfaces > Ethernet > IP Address

If you are connected to the WirelessHART gateway via Ethernet using the HART IP
communication DTM, make sure to update the parameters of the HART IP communication

Parameterization > Wired Communication > Protocols > HART > Bus Address

Parameterization > Wired Communication > Protocols > HART > Port Number

5.3.1

Serial Interface

The WirelessHART gateway can connect to the host system via an Ethernet interface or a
serial interface. This section describes the parameters for the serial interface.

EI--F_'arameter
~Identification e : o :
"Wireless i P Termination Resistor Selection: DIP switches |z|
E'“g_'_ﬁf;f;g’;;”””'cat"m Termination Resistor. | Disconnected| |
- Serial i
Protocol Selection: HART
. “Ethernet IE'
E-Protocols
H-Diagnostics
EH-Engineering
E-Additional Functions
~Measurement
Figure 5.6 Parameter > Wired Communication > Interfaces > Serial
Serial Interface Parameters
Parameter Description Default
Termination | Select if you prefer to activate the termination resistor of the | DIP switches
Resistor WirelessHART gateway via the DIP switches inside the
Selection enclosure (see chapter 2.3) or via software.
Termination | Connect or disconnect the termination resistor of the Disconnected
Resistor WirelessHART gateway. This drop-down list depends on the
value of Termination Resistor Selection. If the value of
Termination Resistor Selection is "DIP switches", this
checkbox is read only.
Protocol Select whether you want to use HART or MODBUS RTU for | HART
Selection serial communication.
Table 5.4 Serial Interface Parameters
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5.3.2

Ethernet Interface

The WirelessHART gateway can connect to the host system via an Ethernet interface or a
serial interface. This section describes the parameters for the Ethernet interface.

Li—.l"F:'arameter
& ldentification

B-Protocols

--Wireless & IP canfiguration maode {DHCPE, DME): manually |E|
EI--i-'}Iired Communication e s 162 168 053
B Interfaces i =
- Barial .
Metmask: i i ;
BTG 2552552550

Gateway address: 0.0.00

H-Diagnostics

B-Engineering DkE 1: 0.0.0.0
H-Additional Functions

- Measurement DME 2: 0.0.00

MAC Adress: 00:50:c2:a5:b0:8:
Wirite Ethernet Information: e

Figure 5.7 Parameter > Wired Communication > Interfaces > Ethernet

Caution!

Possible loss of Ethernet connection

After enabling DHCP using the IP address assignment (DHCP) parameter, the host can lose
the Ethernet connection due to the new, automatically assigned IP address.

Ethernet Interface Parameters

Parameter Description Default
IP Select Manually to configure the IP address, gateway Manually
configuration| address, and Domain Name Server (DNS) manually, or select
mode (DHCP, | Automatic to enable automatic configuration via the
DNS) Dynamic Host Configuration Protocol (DHCP) server. If you
choose Automatic, all other input fields in the window will be
grayed out (read only).
IP Address | If using manual configuration, enter the IP address of the 192.168.1.1
WirelessHART gateway.
Netmask If using manual configuration, enter the subnet mask. 255.255.255.0
Gateway If using manual configuration and if necessary, specify the IP | 0.0.0.0
address address of the WirelessHART gateway in the IP network.
Note that this is not the IP address of the WirelessHART
gateway. If changing the gateway address, it can take up to
10 seconds for the changes to take effect.
DNS 1 If using manual configuration, enter the address of the first | 0.0.0.0
Domain Name Server (DNS 1).
DNS 2 If using manual configuration, enter the address of the 0.0.0.0
second Domain Name Server (DNS 2).
MAC Address| Displays the MAC address of the WirelessHART gateway.
Note that the MAC address is a characteristic of the device
itself and cannot be changed. Each device has a unique MAC
address.
Write Applies the current Ethernet settings from above to the
Ethernet WirelessHART gateway.
Information
Table 5.5 Ethernet Interface Parameters
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5.3.3

HART Protocol

The protocol parameters configure the protocols that run over the serial interface or the

Ethernet interface (HART or MODBUS).

When using the serial interface, only one protocol can be active at a time (either HART or
MODBUS), depending on the value of the serial interface parameter Protocol Selection. See

chapter 5.3.1

When using the Ethernet interface, there is no need to select a protocol. Both protocols run

parallel using different port numbers.

B Parameter

-~ |dentification

"Wireless Communication
E-wired Communication

Serial

H-Additional Functions

- Interfaces Bus Address Selection: DIF switches |E|
El"F:'rIIItEII:I:ﬂS
----- HART Bus Address: 1
----- Modbus
----- AMS Baud Rate Selection: DIP switches =]
B-Diagnostics
EH-Engineering Baud Rate: HE00 |E|

~Measurement
Ethernet
Fort Mumber: a094
Figure 5.8 Parameter > Wired Communication > Protocols > HART
HART Parameters
Parameter Description Default
Serial
Bus Address | Select DIP switches to specify the polling address of the DIP switches
Selection WirelessHART gateway using the DIP switches inside the
enclosure (see chapter 2.3) or select Software to specify the
polling address in the following field.
Bus Address If Bus Address Selection is set to DIP switches, thisis | 0
a read-only field.
If using the DTM and PACTware® for specifying the polling
address, this field is a read-only field and you must enter
the polling address in the HART IP Communication
DTM. See chapter 6.1
If using the web interface for specifying the polling
address, enter the polling address for the WirelessHART
gateway.
Baud Rate Select DIP switches to specify the baud rate of the DIP switches
Selection WirelessHART gateway using the DIP switches inside the
enclosure (see chapter 2.3) or select Software to specify the
baud rate in the following field.
Baud Rate If using the DTM or web interface for specifying the baud rate,| 19200
select the baud rate for the WirelessHART gateway from the
drop-down list. If Baud Rate Selection is set to DIP
switches, this parameter is read only.
45
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(e

over UDP, Ethernet Interface).

Parameter Description Default
Ethernet
Port Number | Enter the port number of the WirelessHART gateway (HART | 5094

Tip

If you change the Ethernet port for the HART protocol, the default port remains open and
active. Thus, you can communicate with the WirelessHART gateway over the default port
(5094) and a user-defined port in parallel. Note that this behavior applies only for the HART
protocol (not for the MODBUS protocol).

MODBUS Protocol

The protocol parameters configure the protocols that run over the serial interface or the
Ethernet interface (HART or MODBUS).
When using the serial interface, only one protocol can be active at a time (either HART or

MODBUS), depending on the value of the serial interface parameter Protocol Selection. See

chapter 5.3.1

When using the Ethernet interface, there is no need to select a protocol. Both protocols run
parallel using different port numbers.

E--Earameter
- Identification
"W!reless Cnmm.unl.catmn Serial
El--'u'}nred Communication
- Interfaces Bus Address Selection: DIF switches |E|
El--F:'rntn:ucu:uIs
----- HART Bus Address: 1]
----- Modhus
----- AMS Baud Rate Selection: | DIP switches -]
B-Diagnostics
R e Baud Rate: | G600 [~
E-Additional Functions
~Measurement Farity Bit: odd |E|
Stop Bit: |1 -]
Ethernet
Fort Mumber: a02
Figure 5.9 Parameter > Wired Communication > Protocols > Modbus
MODBUS Parameters
Parameter Description Default
Serial
Bus Address | Select DIP switches to specify the polling address of the DIP switches
Selection WirelessHART gateway using the DIP switches inside the
enclosure (see chapter 2.3) or select Software to specify the
polling address in the following field.
Bus Address | If using the software for specifying the polling address, enter | 1
the polling address for the WirelessHART gateway. If Bus
Address Selection is set to DIP switches, this parameter is
read only.
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5.3.5

5.4
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Parameter Description Default
Baud Rate Select DIP switches to specify the baud rate of the DIP switches
Selection WirelessHART gateway using the DIP switches inside the

enclosure (see chapter 2.3) or select Software to specify the
baud rate in the following field.

Baud Rate If using the software for specifying the baud rate, select the | 19200
baud rate for the WirelessHART gateway from the drop-down
list. If Baud Rate Selection is set to DIP switches, this
parameter is read only.

Parity Bit Select the type of parity bit (odd, even or none) that you wish | None
to use over the asynchronous serial protocol.

Stop Bit Select the number of stop bits (1, 1.5 or 2) that you wish to 1
use over the asynchronous serial protocol.

Ethernet

Port number ‘ Enter the port number for MODBUS TCP. 502

Table 5.6 MODBUS Parameters

Emerson AMS Integration

Integration in the Emerson AMS Suite is performed via Ethernet.

ElParameter
~Identification
"Wireless Communication Ethernet
E-vvired Cammunication
E-Interfaces Part Mumber: 33333
Bl Protocols

E-Diagnostics
E-Engineering
E-Additional Functions
~Measurement

Figure 5.10 Parameter > Wired Communication > Protocols > AMS

AMS Parameters

Parameter Description Default

Port number | Enter the port number under which the AMS will address the | 33333
WirelessHART gateway.

Diagnostics

The Diagnostics function provides detailed information about the device, wireless/wired
communication and health status.

Note!
Available Only Online (DTM)

If using the configuration via DTM and PACTware the Diagnostics function is available only
online. See chapter 6.4
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Accessing the Diagnostics Window

1. If using the DTM and PACTware, right-click the device in the project tree and select Diag-

nostics.

2. If using the web interface, select Diagnostics in the navigation area on the left.
|dentification

Here you find information about the WirelessHART gateway.

--Parameter
El-Diagnostics
|dentification

--Engineering
Bl Additional Functions

Wireless Communication
Wired Communication

Device Lang Tag: wirelessGateway
Cevice Tag: WWHA G

Descriptar: DESC

" Measurement Date:  |27r2012
Message: MNOMESSAGE
Universal Command Revision: 7
Device Revision: 1
Software Revision: 25
Cauntry Caode: Germany E
Assembly Mumber: 4144958
Figure 5.11 Diagnostics > Identification

Identification Information

Parameter

Description

Device Long
Tag

Identifies the device in a WirelessHART network.

Device Tag Identifies the field device within the process plant.

Descriptor Further description of the device.

Date User-defined date (e.g. last parameter change). Format: DD.MM.YYYY
The Date parameter is not modified by the WirelessHART gateway. It must be
set by the user or a host application.

Message User-defined message.

Universal Revision of the universal commands of the device. Only available online.

command

revision

Device Revision of the device-specific commands. Only available online.

Revision

Software Software revision of the device. Only available online.

Revision

Country Country code of the country in which the device is operated (user-defined).

Code

Assembly The assembly number of the WirelessHART gateway. Only available online.

Number

Table 5.7 Identification Information
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54.2

Overview

The overview sc

Wireless Communication

reen provides information about the 1/O interfaces of the wireless network as

well as network statistics.

"Parameter
E--I:}iagnnstiu:s
-~ Identification

E-Wireless Communication

112 Systermn Capahilities

“Ovendd e Max. Card BMumber: 240
‘Details
‘Burst Lists Max. Channel Mumber: 2
; “Topalogy View
BE-Wired Communication Max. Sub Dev Mumber: G
EH-Engineering
H-additional Functions Number of Devices: 15
-~ Measurement
Lifetime Metwork Statistics
Reliability: 100.000000) %
Stability: 93.834000 9%
Latency: 1914 ms
Lost upstream packages: 1]
Figure 5.12 Diagnostics > Wireless Communication > Overview

Overview Information

Displayed

Information Description

1/0 System Capabilities

Max. Card Displays maximum number of cards in the 1/0O system. This corresponds to
Number the maximum number of wireless devices that can be connected to the

WirelessHART gateway.

Max. Channel

Displays maximum number of channels. The WirelessHART gateway always

Number returns the value 2.

Max. Sub Dev. | Displays maximum number of sub devices that can be connected to a specific
Number WirelessHART adapter.

Number of Displays current number of sub devices. Every device counts as a sub device,
Devices no matter if it is a wireless device or a wired device connected to a

WirelessHART adapter.

Lifetime Network Statistics

Reliability Percentage of data packets generated by wireless devices that were correctly
received by the WirelessHART gateway.

Stability Ratio of successful data packet transfers to the total number of data packet
transfers on all wireless paths in the network.

Latency Average time taken for data packets generated by the wireless devices to

reach the WirelessHART gateway.

Lost upstream
packages

Total number of data packets generated by the wireless devices that were lost
when transferred over the network.

Table 5.8
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WHA-GW-F2D2-0-A*-Z2-ETH

Configuration via Web Interface

Details

The Details table displays all devices of the WirelessHART network including their diagnostic
information of the last 15 minutes.

Note!

Diagnostic information is available only after a cycle of 15 minutes has been completed. During
this time, some information is set to 0 or replaced by wildcard characters.

The diagnostic information represents the last 15 minutes only. Note that for connection paths
with very low traffic, the validity of the diagnostic information can be poor.
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wmac”;:‘mmn e B i e e b i b sl laians O e —
[ Enginsering -] =] OIS ETeBm 00
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B = Tast_Pev_574 shcm & AT
] -] Ta0mrean samm TS
+ T 1 ] HALT -] v ' TR 14 0 o 3
W T v 514 E] 0 b ALE -] = TAIANI1eE, 0 o ]
I Test Do 550 a ] A ALP @ -]
+ Taogsussen 5 o WhaLT -] v TAWI 166 O o 3
8 Trst_Device 504 3 o VA ADR =] =] il NI\, 0 o ]
@ tmst_Dwe_ST6 7 ] WHAADP =] -] 1 TAINZ 14, 0 o 2l
« O_SATO AN P B o swarm =] v tawmiee . 0w tome 3
B ia_aDé_soi Postn . § v VAR -] -] ' IMWEN2ICES O 0 |
18 WHA-ALF-ConTran 10 o WHAALE ® -] [
- MLTEROP " 0 WHAADP =] v ' TNINIIEB.. O o 3
* AoDoonmIen ST 2 o VAT & v TAIMIZ14]/I 0 o -
R 12 o - ] v TR 1A, 0 - |
* 4000000340027 1 0 AL -] v Mz 1eNe 0 [ #
Figure 5.13 Diagnostics > Wireless Communication > Details

To show/hide the index number of a device in the structure, deactivate/activate Tree-View. If
Tree-View is deactivated, the devices are shown in the order they were added to the instrument
list.

If required, click Refresh to reload the diagnostic details of all devices.

O Note!

H If using the DTM and PACTware to configure the WirelessHART gateway, the following data is
available only during online parameterization.

2015-07
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General Data

Displayed

Information Description

Long Tag Displays the long tag of the device.
HART 5 devices and older devices do not support long tags. For those
devices, the WirelessHART adapter uses the content of the Message field
which will be displayed here instead.

1/0 Card Indicates the virtual I/O card number to which the device is mapped to. See
chapter 2.1.3

Channel Indicates the channel of the virtual I/O card that the device is mapped to. See
chapter 2.1.3
The value 0 identifies a WirelessHART device or a WirelessHART adapter,
while the value 1 identifies a wired device connected to a WirelessHART
adapter.

Device Type | Displays the device type as registered at the HCF.

Status The following communication statuses exist:
. communication not possible
W communication possible, device not identified
W (flashing) communication possible, identification ongoing
. device connected and identified

Dev. Status | Note that the device status displayed in the list may differ from the actual

device status because the HART status bits may be interpreted differently.
The following device statuses exist:

0 maintenance required
A out of specification
@ check function

.failure

Diagnostic Information

Parameter Description

Number of Number of times the device has joined the network.

Joins

Join Time Date and time of the most recent join.

Reliability Percentage of the data packets generated by the wireless devices that were
correctly received by the WirelessHART gateway.

Latency Average time taken for data packets generated by the wireless devices to
reach the WirelessHART gateway.

+ To show/hide the list of neighboring devices, click the + sign in the + column.

Neighbors Lists the neighboring WirelessHART devices in reach of the selected device.

RSSI The RSSI (Received Signal Strength Indicator) indicates the power of the
received signal for each neighboring device. Note that you must expand the
list of neighboring devices in order to see the RSSI value for each device.

Stability Ratio of successful data packet transfers to the total number of data packet

transfers on all wireless paths in the network.

Table 5.9 Diagnostic Information

To export the diagnostic details to a CSV file, click Export (web interface) resp. Export CSV

(DTM).

For more information on the structure of the CSV file, see chapter 12.
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Burst Lists

Normally, a HART slave device only responds when being polled by the host. Burst mode is a
special communication mode in which a HART slave device sends data to a particular HART
command without being polled by the host. When burst mode is used, a HART slave device
can publish data (for example process values) autonomously to another device in regular
intervals. Alternatively, data can be published if the value has changed by a significant amount,
has reached a certain threshold level, or has not been updated within a default reporting time.

The WirelessHART gateway maintains a burst message list, which lists the specific commands
that are being published by each device in the WirelessHART network. Note that the burst list is
reset after power-up or network restart.

Note!

The WirelessHART gateway is able to cache up-to-date device status information only if at
least one command is published in each wireless device. Up-to-date data is important for
efficient device status monitoring. You can find the publishing parameters of most
WirelessHART devices in the Burst Mode menu of the DTM.

Device Publishing Guidelines

We recommended that you always publish command 48 to ensure caching of the related
status information. A publishing interval of approx. 1 minute is generally the best choice
for wireless devices (not for wired devices).

For example, when configuring WirelessHART adapters, command 48 allows proper
identification and management of changes in the sub-device list without intervention of
the host.

Publishing of at least one command on the wireless device level enables detection of
configuration changes and automatic device cache invalidation without intervention of the
host.

Publishing of at least one command also ensures that the cached status information is
updated for cached configuration commands.

Short publishing intervals may impair battery life of wireless devices.

E-Parameter
E-Diagnostics Burst Lists
Identification
E-wireless Comrunication
- Overview Refresh
-~ Details
i GIEE Long Tag 10-Card  Channel | Device Type Status Dev. Status | 4| | Burst command Nurm Packets
“Topplogyiew B wislessGateway 251 1 WHA-GI
“Wwired Communication
B} Enginesting = T208innen 1 0 WHA-LIT v = cmd 3 fead Dynamic Varishles and Loop .. 2404
fpediionaliinclions Cmd 48 Read Addtionsl Device Status €01
~Measurement
B Test_Dev_s74 3 0 WHA-ADF
= SDOE E 1 SDOE
B Test_Dev_533 4 0 WHA-ADP @
- 6288 4 1 6286 @®
- T200aussen 5 0 WHALIT v =l cma 3 Read Dynamic Variables and Loop .. 1202
Cmd 48 Read Addtionsl Device Status 1803
Cmd 176 601
Cmd 8 Read Device Yarisbles wih Ststus 601
B Test Device 604 & 0 WHA-ADP =1 oma 48 Resd acdionsl Device Status 601
cmd 77 121
o & 1 EJt
B Test_Dev_576 7 0 VAHA-ADP
= NBW_VEGA 7 1 B2E2
o EH_SIVATO_AN_FWRZ31 ] 0 SWATO v Cmd 48 Read Addtionsl Device Status 12m
VAHA_ADF_AN Postioner s 0 VA 4D =l amaw El
Cmid 48 Read Additional Device Status ES
WAHA-ADP-ConrTran 10 0 WHA-ADP [ ]
= MULTIDROP 11 0 WHA-ADP v Cmd 43 Read Addtionsl Device Status &01
= 0000003410057 2 0 HA-LIT v =l
= 40000003410029 12 0 WHA-LIT v Cmd 1 Read Primary Yarishlz 1202
= 40000003410027 13 0 WHA-LIT v 2|

Figure 5.14 Diagnostics > Wireless Communication > Burst Lists
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To show/hide the index number of a device in the structure, deactivate/activate Tree-View. If
Tree-View is deactivated, the devices are shown in the order they were added to the instrument
list.

If required, click Refresh to reload the burst parameters of all devices.

Caution!
System failure

If you click Refresh right after the device was switched on or reset, the system may stop
responding.

If the device was switched on or reset, wait about 1 minute until the boot process is complete
before you click Refresh.

Note!

If using the DTM and PACTware to configure the WirelessHART gateway, the following data is
available only during online parameterization.

General Data

Displayed
Information Description

Long Tag Displays the long tag of the device.

HART 5 devices and older devices do not support long tags. For those
devices, the WirelessHART adapter uses the content of the Message field
which will be displayed here instead.

1/0 Card Indicates the virtual I/O card number to which the device is mapped to. See
chapter 2.1.3
Channel Indicates the channel of the virtual I/O card that the device is mapped to. See

chapter 2.1.3
The value 0 identifies a WirelessHART device or a WirelessHART adapter,
while the value 1 identifies a wired device connected to a WirelessHART

adapter.
Device Type | Displays the device type as registered at the HCF.
Status The following communication statuses exist:

. communication not possible
@ communication possible, device not identified
@ (flashing) communication possible, identification ongoing

. device connected and identified

Dev. Status | Note that the device status displayed in the list may differ from the actual
device status because the HART status bits may be interpreted differently.
The following device statuses exist:

0 maintenance required
A out of specification
W check function

.failure
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Burst Parameters

Parameter Description

+ To show/hide the list of burst messages for a device, click the + sign in the +
column.

Burst Displays the HART command number and its description.

Command

Num. Packets

Number of burst messages the device has sent.

Table 5.10 Burst Parameters

Topology View

The topology view is a graphical overview of all wireless devices within your network, including
their connection status and connection paths. To set up the topology view, go to Engineering >
Topology View. See chapter 5.5.5

The lines between the devices represent the connection paths. The thickness of a connection
path indicates the traffic for this path compared to the total traffic. The color of the connection
path indicates the stability of the connection for this path.

Note!
Traffic and stability data is available only after a statistics cycle of 15 minutes has been
completed.
Note that the data that is displayed in the topology view represents a single cycle of 15 minutes
only.
Traffic
Line Style Description
————— Dotted lines represent unused paths.
Thin lines represent paths with poor traffic (compared to the total
traffic).
Medium lines represent paths with medium traffic (compared to the
total traffic).
Thick lines represent important connection paths with heavy traffic
(compared to the total traffic).
Stability
Color Successfully received messages in %
10-20
20-30
30-40
40-50
50 - 60
60-70
70-80

I3 PEPPERL+FUCHS
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Configuration via Web Interface

Successfully received messages in %

Color
LI
]

90-100

Note!
For paths indicated in black, there is no statistic information available.

Example!

In the following example you can see that the devices WHA-ADP-CorrTran and
Test_Dev_598 have no network connection (red status icon and no connection paths) and
thus they are unavailable. Apart from these devices, all other devices are linked with unused
connections (dotted lines), which means that if the main connection fails, the communication
can easily be switched to an alternative, unused connection path.

o [Eo

'F‘arameler
El-Diagnostics Topology
Identification

Wireless Communication
s Overview [ Reset Zoom ] [ Refresh ]
etalls

urst Lists

~Topology View Horizontal image origine | 0/ m Resalution ripixel

Wired Communication

B-Engineating Verticalimage origin: | 0/m Paths shown All=]

B Additional Functions
“Measurerment

PRz M [ ) >

Te Tkl

Figure 5.15 Diagnostics > Wireless Communication > Topology View

Use the slider to zoom in or out of the topology view. To reset the zoom to its default value, click
Reset Zoom.

Click the devices in the topology view for more information on the device.

If required, click Refresh to reload the device information and rebuild the topology view. Note
that rebuilding the topology view takes some time.
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Topology View Parameters

Parameter Description

Horizontal Displays the horizontal respectively vertical alignment of the background
image origin | image. See chapter 5.5.5

Vertical

image origin

Resolution Displays the resolution of the background image. See chapter 5.5.5

Paths shown | Enables you to select the connection paths that are displayed in the topology
view.

Table 5.11  Topology View Parameters

) Display connection paths for a single device
1. Select Selected in the Paths shown drop-down list.
2. Move the cursor over a device in the topology view.
L The connection paths are displayed for the select device.
543 Wired Communication

The overview screen provides information the host connection of the WirelessHART gateway.
The information is only available when online.

El-Parameter

B Diagnostics : :
] 5 -,E\
- Identification Messages received through HOST. L2 30711
H-ireless Communication . my,
E|--'u‘:\fired A Messages returned to HOST. L2 30710
o Oveniew rumber of Reguests forwarded to 10 Systern: L3 12911
“HART
E]--Eng.lrjeerlng _ Mumber of responses returned fror 10 systern: £3 1
E-Additional Functions

~Measurament

Figure 5.16 Diagnostics > Wired Communication > Overview

Overview Information

Displayed Information Description

Messages received through HOST Total bytes received by the host system.

Messages returned to HOST Total bytes transmitted to the host system.

Number of Requests forwarded to the I/O
system

Number of responses returned from the I/O
system

Table 5.12  Overview Information
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Device Name: YWHA-GW Device Revision: 1

Device Long Tag: wirelessGateway Descriptor: DESC

NE107 Status: ([l Good Timestamp of Status: 10:53:43

S|

Farameter

- dentification Extended Device Malfunction: &5 Manager fault

Wireless Communication MNon-volatile Memaory Defect
ired Communication

. Valatile Memaory Defect
“Overview

Ethernet communication fault

"Engineering Electranic defect
B Additional Functions
s Measurement

R5-485 communication fault

Gatewsay Operation in Proaress: & Block transfer
Delayed answer
Self-test
File update
Start-up phase

Extended List changes: 55 Instrument List Changed

| Active Device List changed

Cumulative Device Status: 5 Frimary Variable Out of Limits
Man-Primary Variable Out of Limits
Loop Current Saturated
Loop Current Fixed
V| Mare Status Available
Caold Start
Configuration Changed

< [«

Device malfunction

Cumulative Extended Device Status: & Maintenance Reguired

Device Variahle Alert

<

Critical Power Failure

Device Operation in Progress: & "Configuration Changed hit reset' procedure
"Sub-Device update" procedure
"Device update” procedure

Figure 5.17 Diagnostics > Wired Communication > HART

Note!

Not all parameters from the Diagnostics > Wired Communication > HART window are used
by the WirelessHART gateway. In the following table, only the relevant parameters are
described.

Most parameters are transient parameters, which means that they are automatically reset if the
status does no longer apply. The following exceptions have to be reset by pressing Reset
Diagnostic Bits in the Additional Functions > Reset menu.

Active Device List changed

(10

More Status Available
Configuration Changed
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HART Parameters

Parameter

Description

Extended Device Malfunction

Manager fault

Non-recoverable hardware fault within the manager section of the
WirelessHART gateway.

Non-Volatile
Memory
Defect

Non-recoverable hardware fault within a non-volatile memory area.

Volatile
Memory
Defect

Non-recoverable hardware fault within a volatile memory area.

Ethernet
Communicatio
n Fault

Non-recoverable hardware fault within the communication controller
associated with the Ethernet interface.

Electronic Non-recoverable hardware fault within the WirelessHART gateway different
Defect from the other faults in the "Extended Device Malfunction" category.
RS-485 Non-recoverable hardware fault within the communication controller

Communicatio
n Fault

associated with the RS-485 interface.

Gateway Operation in Progress

Block transfer

When the checkbox is activated, this shows that block-transfer activity is
going on in the WirelessHART gateway.

Delayed When the checkbox is activated, this shows that delayed-answer activity is

answer going on in the WirelessHART gateway, which can be related either to a buffer
of the WirelessHART gateway or to a buffer of a connected device.

Self-test This bit is associated with a self-test activity triggered by CMD 41. The
checkbox remains activated until the activity has been completed.

File update If required, the WirelessHART gateway can write persistent (i.e. non-volatile)

information to its local file system. The checkbox remains activated as long as
information is being written to the file system.

Start-up phase

At each power-up or software restart / reset (triggered by CMD 42 & 141), the
WirelessHART gateway polls all devices within the Instrument List to check
their communication statuses and to update their identity information. The
checkbox remains activated until the start-up phase has been completed.

Extended List Changes

Instrument List
changed

This checkbox is activated whenever the Instrument List content is changing.

Active Device
List changed

This checkbox is activated whenever the "Active Device list" content is
changing. This is the case when a "communication loss" or a "communication
recovered" event takes place for a device.

Cumulative Device Status
These bits are set to 1 whenever the related status applies to one or more devices (or sub-
devices) connected to the WirelessHART gateway.

Primary
Variable out of
Limits

The PV is beyond its operating limits.

Non-Primary
Variable out of
Limits

A device variable not mapped to the PV is beyond its operating limits.

Loop Current
Saturated

The loop current has reached its upper (or lower) endpoint limit and cannot
increase (or decrease) any further.

I3 PEPPERL+FUCHS

2015-07



2015-07

Parameter

Description

Loop Current
Fixed

The loop current is being held at a fixed value and is not responding to
process variations.

More status

More status information is available via Command 48 (Read Additional Status

available Information).

Cold Start A power failure or device reset has occurred.

Configuration | An operation was performed that changed the device's configuration.
Changed

Device The device detected a serious error or failure that compromises device
Malfunction operation.

Cumulative Extended Device Status
These bits are set to 1 whenever the related status applies to one or more devices (or sub-
devices) connected to the WirelessHART gateway.

Maintenance
Required

One or more wireless devices require maintenance.

Device
Variable Alert

One or more wireless devices have a device variable alert. This bit is set if any
device variable is in alarm or warning state.

Critical Power
Failure

One or more wireless devices have a power failure (e.g. battery low).

Device Operation in Progress

These bits are set to 1 whenever the related procedure is ongoing in one or more devices (or
sub-devices) connected to the WirelessHART gateway. When an operation is ongoing, the
WirelessHART gateway will return a "Busy" response code to any HART message of the host
directed to the relevant device (or sub-device). These bits are not latched and simply reflect
the current operation status.

"Configuration
Changed bit
reset"
procedure

The "Configuration Changed bit" procedure is being performed at one or more
devices.

"Sub-Device
update”
procedure

One or more sub-devices of WirelessHART adapters are being updated.

"Device
update"
procedure

One or more wireless devices are being updated.

Table 5.13 HART Parameters
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55 Engineering

The Engineering section consists of the following sections:

Instrument List

You can freely define an instrument list of all network components before the devices
actually join the network. Hereby you can make sure that a device is associated with the
predefined I/O card number when the network is reformed or the WirelessHART gateway
is reset.

MODBUS Mapping

You can create the mapping table for the MODBUS input registers manually, semi-
automatically, or automatically.

Note that the instrument list must be available before you create the mapping table,
because the values for the mapping table are device-related.

Topology View

You can upload a background image and arrange the WirelessHART devices in the image
to set up the topology view.

Note that the instrument list must be available before you set up the topology view,
because the set of WirelessHART devices is derived from the instrument list.

HOST PC
& HaRT TP Commurication

P
\\ [ﬂﬂ B whneaw
N WHAA-ADP
@ o [ wHeeut
= i [ wHA-ADP
PACTware®

WirelessHART Network CSVfile projecttree
%%
WirelessHART DTM or
Gateway Web Interface

import device list

new devices are with |O-card and
V¥V added automatically channel position import devices 'V import devices W
Operating Modes @ Instrument List
import
import automatic manual or
automatic user-defined addressing semi-automatic
addressing addressing from device addressing
MODBUS Mapping @ MODBUS Mapping
import device list,
number positions, and device positions, and
of devices background image import devices background image
—3p  Topology View @ Topology View = <=
Figure 5.18 Relationship between the configuration options in the DTM or web interface and the

data in the WirelessHART gateway
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1. The Instrument List you set up via the DTM or the web interface is not necessarily iden-
tical to the Operating Modes list of the WirelessHART gateway.
You can set up the Instrument List manually, import an existing list from a CSV file, import

the devices from the PACTware® project tree, or import the devices from the Operating
Modes list of the WirelessHART gateway. You can freely edit the Instrument List in the
DTM or web interface. Once the list of devices and their IO card and channel association
is complete, you can write this information back to the Operating Modes list of the Wire-
lessHART gateway.

The Operating Modes list contains all devices of the WirelessHART network and is con-
stantly updated.

If a new device joins the network, it is automatically inserted into the Operating Modes list.
If the long tag or address of the new device matches an entry from the list, for example, an
entry that you predefined using the Instrument List, the device is associated with the pre-
defined values. If not, it is automatically associated with the next free 10 card number and
it will not appear in the Instrument List unless you import the device list from the Operat-
ing Modes list.

2. Before you create the MODBUS Mapping, you must select whether you want to create the
mapping manually, semi-automatically, or automatically:

e If you select automatic addressing, the mapping is created automatically for all
devices of the Operating Modes list. If new WirelessHART devices appear in the
WirelessHART network, they are automatically added to the Operating Modes list,
and the mapping will also be added automatically.

* If you select manual addressing, you can set up the MODBUS mapping manually
or semi-automatically for all devices of the Instrument List. Note that if a new
WirelessHART device joins the WirelessHART network, it is added to the Operating
Modes list only. Because you selected manual addressing, the automatic
addressing for the devices in the Operating Modes list is disabled and the device
does not automatically appear in the MODBUS Mapping of the WirelessHART
gateway. To set up the mapping for the new device, you must import the new device
into the Instrument List first. After the mapping is complete, you can write the
MODBUS Mapping from the DTM or web interface to the WirelessHART gateway.

3. Inthe DTM or web interface you can upload a background image and arrange the positions
for all devices of the Instrument List. After you set up the topology view, you can write the
information back to the WirelessHART gateway.

If a new WirelessHART device joins the WirelessHART network, it is inserted at a default
position by the WirelessHART gateway. To rearrange new devices in the DTM or web in-
terface, you can import the new device into the Instrument List or import the device list
from the WirelessHART gateway.

Instrument List

The instrument list is a copy of the Operating Modes list, which is currently active in the
WirelessHART gateway and represents the virtual I/O system of the WirelessHART gateway.
See chapter 2.1.3

Thus, unless the Instrument List is reloaded from the WirelessHART gateway, it may not
necessarily be identical to the Operating Modes list that is currently active in the
WirelessHART gateway.

By creating an instrument list before the devices actually join the network, you can make sure
that a device is associated with a predefined I/O card number when the network is reformed or
the WirelessHART gateway is reset. Note that the instrument list is used for editing the devices
and that the cached values of the devices are located under Measurement. See chapter 5.7

For a detailed overview of the relationship between the configuration options in the DTM or web
interface and the data in the WirelessHART gateway, — see Figure 5.18 on page 60.

Note!

This list is stored in a non-volatile memory of the WirelessHART gateway. The card and
channel number assignment will remain the same after a restart of the WirelessHART gateway
or software.
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' Parameter
Diagnostics Instrument List
[ Export ] [ Import ] [ Refrezh l [ Apply
. additional Functions Inclex | Long Tag I0-Card Channel Device I Extencled Device Type Code
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Figure 5.19 Engineering > Instrument List

Instrument List

Displayed
Information Description

Long Tag Long tag of the device

HART 5 devices and older devices do not support long tags. For those
devices, the WirelessHART adapter uses the content of the Message field,
which will be displayed here instead.

1/0-Card Virtual I/O card number to which the device is mapped to. See chapter 2.1.3

Channel Channel of the virtual I/O card the device is mapped to.

The value 0 identifies a WirelessHART device or a WirelessHART adapter,
while the value 1 identifies a wired device connected to a WirelessHART
adapter.

Device ID HART serial number that is assigned at manufacturing time and that differs for
each HART device of a given type. The Device ID is used to build the HART
long frame address.

Ext. Device | Extended device type code of the device
Code Identifies the HART product family. Each product family is identified by a
unique code.

Table 5.14 Instrument List

2015-07
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Editing the Instrument List

Note!

When editing the instrument list, incomplete entries are highlighted in red. These errors must
be corrected before you can apply the instrument list.
Warnings are highlighted in yellow.

1. Toreadthe Operating Modes list from the WirelessHART gateway using the web interface,
click Refresh. If using the DTM to configure the WirelessHART gateway, select the Wire-
lessHART gateway in the project tree and choose Device > Load from device. If using the
DTM to configure the WirelessHART gateway, you can also import the devices of the project
tree by clicking Import Project Tree (DTM).

2. To add a device, click into the last row of the instrument list and specify the device
parameters. Press Enter to confirm your entries.
You can also edit existing entries by clicking into the corresponding cells of the instrument
list.

3. To remove a device from the instrument list, click the < X-sign at the end of the row. The
respective I/O card becomes vacant again.

4. To write the current instrument list to the WirelessHART gateway using the web interface,
click Apply. If using the DTM to configure the WirelessHART gateway, select the
WirelessHART gateway in the project tree and choose Device > Store to device.

Note that the consistency of the instrument list is not checked before it is applied.

To export the current instrument list to a CSV file, click Export (web interface) resp. Export
CSV (DTM).

To load the instrument list from a CSV file, click Import (web interface) resp. Import CSV
(DTM).

For more information on the structure of the CSV file, see chapter 12.

Tip

If a WirelessHART gateway is replaced with a new one, we recommend that you use the
export/import functionality to transfer the settings from the old WirelessHART gateway to the
new one. Otherwise, the new WirelessHART gateway rebuilds the WirelessHART network from
scratch by default, which means that the virtual HART I/O structure in the instrument list and
the MODBUS addresses of the devices will differ from the positions and addresses that have
been defined in the old WirelessHART gateway.

Furthermore, if using the DTM to configure the WirelessHART gateway, you can prepare the
instrument list and the MODBUS mapping tables offline and export the configuration into a
CSV file. Once the WirelessHART gateway is available on site, you can import the prepared
configuration via the CSV file.
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5.5.2 MODBUS Settings
Here you can define several MODBUS settings and choose between automatic or manual
MODBUS mapping.
"F'arameter
- Diagnostics g . ;
E"Engineering Swap aption: Big Endian W
s Instrument List ’ .
E"h.ﬂndbus Mapping Addressing Method: Manual w
. BN Read Modbus Registers Mode: Input and Holding |+
“Input Status
“Input Register
S Topology WView
B Additional Functions
~Measurement
Figure 5.20 Engineering > Modbus Mapping > Modbus Settings
MODBUS Parameters
Parameter Description
Swap Option | Enables you to select the Big Endian or Little Endian swap option. Note that
this setting affects both automatic and manual addressing of the MODBUS
registers.
In the following examples a word32 [ 0OXABCD ] is stored into MODBUS
registers using different swap options.
Big Endian: no register swap
Registers: Big Endian
Source bytes: [ 0xABCD ]
Target bytes: reg_0: [ OXAB] reg_1:[0xCD ]
Little Endian: register swap
Registers: Little Endian
Source bytes: [ 0XABCD ]
Target bytes: reg_0: [OxCD ] reg_1:[ OxAB]
Addressing | Enables you to select Auto or Manual addressing of the MODBUS registers.
Method Note that the Manual option also includes semi-automatic addressing.
If Auto addressing is enabled, the submenus Input Status and Input
Register are disabled and you cannot edit the MODBUS mapping
manually. The mapping is created automatically for all devices of the
Operating Modes list. If new WirelessHART devices appear in the
WirelessHART network, they are automatically added to the Operating
Modes list, and the mapping will also be added automatically. See
chapter 5.5.3.
If Manual addressing is enabled, you can use the submenus Input Status
and Input Register to set up the MODBUS mapping manually or semi-
automatically for all devices of the Instrument List. If a new
WirelessHART device joins the WirelessHART network, it is added to the
Operating Modes list only. The new device will not appear in the
Instrument List unless you import the device list from the Operating
Modes list. See chapter 5.5.4.
Read Enables you to define the read mode for the MODBUS master. You can select
Modbus between Input and Holding and Input Registers only. If you select Input
Registers and Holding, MODBUS masters that do not support the reading of input
Mode registers can read through the holding registers.
Table 5.15 MODBUS Parameters
For a detailed overview of the relationship between the configuration options in the DTM or web
interface and the data in the WirelessHART gateway, — see Figure 5.18 on page 60.
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Tip

If you replace a WirelessHART gateway with firmware version 2.4 or older, we recommend that

you select Auto from the Addressing Method drop-down list.

Automatic MODBUS Mapping

The MODBUS implementation maps HART dynamic input variables to MODBUS input
registers and uses input registers to provide device-related status information. The MODBUS
implementation is based on the following assumptions:

The HART CMD 3 dynamic variables are used for MODBUS mapping.
For MODBUS access, CMD 3 publishing must be enabled for all relevant devices.

The WirelessHART gateway caches the relevant CMD 3 information. MODBUS
commands will therefore access the internal memory of the WirelessHART gateway.

MODBUS input registers are only supported if they are associated with HART dynamic

input variables.

A device can either be a WirelessHART device or a wired HART device connected to a

WirelessHART adapter.

WirelessHART and wired HART devices are mapped independently within the MODBUS
input registers. Wired devices are not necessarily mapped consecutive with the
associated WirelessHART adapter.

Standard Compliance

MODBUS RTU

MODBUS TCP

Physical layer

RS-485

Ethernet

Data transfer mode

RTU (binary mode)

Baud rates 1200 bps, 2400 bps, -
4800 bps, 9600 bps,
19200 bps, 38400 bps,
57600 bps, 115200 bps
Parity Odd, Even, None -
Stop bits 1;1.5;2 -
Polling address 1..247 -
Capabilities Input registers starting at MODBUS address 30001

HART CMD 3 dynamic variables mapped into input

registers

2 input registers map a single HART dynamic variable
32-bit HART floating point format used
Status information mapped on dedicated input registers

You can define the parameters for the MODBUS protocol under Parameter > Wired
Communication > Protocols > Modbus. For more information, see chapter 5.3.4.
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Automatic Mapping of MODBUS Input Registers

Each HART device is mapped on 12 consecutive MODBUS input registers. The input registers
can be read using MODBUS function code 04 (Read Input Registers). In general, the
information about the WirelessHART gateway is mapped on registers 30001 to 30012. The first
device is mapped on register 30013, the second starting at register 30025, and so on.

The order of the HART device mapping starting from register 30001, is the same as the order of
the HART devices returned by the command 84 (HART CMD 84, Read Sub-Device Identity
Summary). For example, the HART device that you can read by using CMD 84 with the sub-
device index = 1 is mapped starting at register 30013. The device that you can read by using
CMD 84 with the sub-device index = 2 is mapped starting at register 30025 and so on.

To find out the starting register of a certain sub-device, use the following formula:
SIR = 30001 + 12*(SDI) where SIR is the starting input register of the associated HART device
and SDl is the CMD 84 sub-device index value.

The following table shows the exemplary mapping of the first two HART devices, for example
the ones associated with SDI = 1 and SDI = 2.

MODBUS
Register

Sub-Device Index
Value Description Format (CMD 84)

30013 | 30014 | Al Primary Variable 32-bit 1

(loop current, mA unit) floating

30015 | 30016 | PV Primary Variable

point

(device-specific unit, see the manual of the
sub-device for more information on the
device-specific unit codes)

30017 | 30018 | SV Secondary Variable

(device-specific unit, see the manual of the
sub-device for more information on the
device-specific unit codes)

30019 |30020 |TV Tertiary Variable

(device-specific unit, see the manual of the
sub-device for more information on the
device-specific unit codes)

30021 | 30022 |QV Quaternary Variable

(device-specific unit, see the manual of the
sub-device for more information on the
device-specific unit codes)

30023 |-

ModStat | MODBUS-Specific Status 16-bit
See chapter 12.2 unsigned

30024 |-

DevStat | HART Device Status integer
See chapter 12.1

66

I3 PEPPERL+FUCHS

2015-07



2015-07

MODBUS
Register

Sub-Device Index
Value Description Format (CMD 84)

30025 | 30026 | Al Primary Variable 32-bit 2

(loop current, mA unit) floating

30027 | 30028 | PV Primary Variable

point

(device-specific unit, see the manual of the
sub-device for more information on the
device-specific unit codes)

30029 |30030 |SV Secondary Variable

(device-specific unit, see the manual of the
sub-device for more information on the
device-specific unit codes)

30031 |30032 | TV Tertiary Variable

(device-specific unit, see the manual of the
sub-device for more information on the
device-specific unit codes)

30033 | 30034 | QV Quaternary Variable

(device-specific unit, see the manual of the
sub-device for more information on the
device-specific unit codes)

30035 |-

ModStat | MODBUS-Specific Status 16-bit
See chapter 12.2 unsigned

30036 |-

DevStat | HART Device Status integer
See chapter 12.1

I3 PEPPERL+FUCHS

Mapping Format of HART Dynamic Variables

For each HART device, the 5 possible CMD 3 floating-point dynamic variables are sequentially
mapped (the CMD 3 units code values are not mapped). If a device does not support a specific
dynamic value, a NaN (Not a Number) floating-point value is returned (namely Ox7F, 0xAO,
0x00, 0x00).

The CMD 3 dynamic variables follow the IEEE-754 (IEC 559) single-precision floating-point
format:

Sign of the Fraction 8-bit Exponent ‘ 23-bit Fraction

The same format is also used for the MODBUS 32-bit floating point values.

The MODBUS protocol does not explicitly specify any 32-bit data element. However, the usage
of 2 consecutive 16-bit registers is the de-facto standard way to map a single-precision IEEE-
754 floating-point value. Note that the MODBUS floating value will be transmitted in Big
Endian style. For example, the number 123456.00 as defined in the IEEE-754 standard
appears as follows:

Byte O Byte 1 Byte 2 Byte 3
0x00 0x20 OxF1 0x47

This number will be transmitted from the WirelessHART gateway to the MODBUS master in the
following sequence: 47 F1 20 00 where 00 is the less significant byte, which is transmitted in
first place.
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Note!

Manual or semi-automatic creation of the mapping table for the MODBUS input registers is
available only if the Addressing Method under Engineering > Modbus Mapping > Modbus
Settings is set to Manual. See chapter 5.5.2

The Instrument List must be available before you create the mapping table, because the
values for the mapping table are retrieved from the Instrument List.

(210

For a detailed overview of the relationship between the configuration options in the DTM or web
interface and the data in the WirelessHART gateway, — see Figure 5.18 on page 60.

The Input Status submenu enables you to map discrete variables on the MODBUS input
registers.

The Input Register submenu enables you to map HART variables and device-specific status
information on the MODBUS input registers.
In both submenus, you have the following options:

You can create the mapping table manually.
For more information, see the subsection Create MODBUS Mapping Manually.

You can create the mapping table semi-automatically, which means that the mapping
table is generated automatically according to your specifications.
For more information, see the subsection Create MODBUS Mapping Semi-Automatically.

Create MODBUS Mapping Manually
The Table tab enables you to create or edit the MODBUS mapping table manually.

Note!

The Instrument List must be available before you create the mapping table, because the
values for the mapping table are retrieved from the Instrument List.

For a detailed overview of the relationship between the configuration options in the DTM or web
interface and the data in the WirelessHART gateway, — see Figure 5.18 on page 60.

1o

Parameter
Diagnostics Modbus Black Editor: Input Register
EEngineering
Instrument List
B Modbus Mapping Import Export Refresh Appl
“~Modbus Setings | partes] | i | | (ot
~Input Status
“Input Register Table Generate
Topology View =
Additional Functions Register Endregister | Long Tag 10-Card | Channel | Value
Measurement
1 20999
30000 30001 T209innen 1 0 2 X
30002 30003 T209innen 1 0 sv
30004 30005 T209innen 1 0 ™
30008 30007 T209innen 1 0 av X
30008 30009 T209innen 1 0 Battery Lite X
30010 3000 T209innen 1 0 Device Stetus
3001 30m2 Test_Dev_574 3 0 2 X
30013 30014 Test_Dev_574 3 0 SV |Z|
30015 3006 Test_Dev_574 3 0 ™ E
30017 30018 Test_Dev_574 3 0 Qv E
30013 30020 Test_Dev 574 3 0 Battery Lifs X
30021 30021 Test_Dev 574 3 0 Device Status
30022 30023 Test_Dev_585 4 0 P
30024 30025 Test_Dev_588 4 0 sv
30025 30037 Test_Dev_588 4 0 ™ X
30026 30029 Test_Dev_558 4 0 av M -
Register Inf
Figure 5.21 Engineering > Modbus Mapping > Input Status/Input Register: Manual Editing Table
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Table Parameters

Parameter Description

Register/End | MODBUS registers into which the value is mapped.

register

Long Tag Long Tag of the device
HART 5 devices and older devices do not support long tags. For those
devices, the WirelessHART adapter uses the content of the Message field,
which will be displayed here instead.

Card Virtual /0 card number to which the device is mapped to.

For more information, see chapter 2.1.3.

Channel Channel of the virtual I/O card the device is mapped to. The value 0 identifies
a WirelessHART device or a WirelessHART adapter, while the value 1
identifies a wired device connected to a WirelessHART adapter.

For more information, see chapter 2.1.3.
Value Indicates the value that is read from the device and mapped to the MODBUS

registers.
The Input Status submenu enables you to map the following values:

Lower Significant Byte: If you select Lower Significant Byte, enter a
response byte as well.

Most Significant Byte: If you select Most Significant Byte, enter a
response byte as well.

The Input Register submenu enables you to map the following values:
Loop Current

Percent Range

PV: HART primary variable
SV: HART secondary variable
TV: HART tertiary variable

QV: HART quaternary variable

Device Variable: The device variable provides device-specific
information. This information is displayed using a device-specific unit
code.

For more information on what device-specific information is available and
on the device-specific unit codes, see the manual of the sub-device.

Battery Life

Device Status
For more information, see chapter 12.1.

Ext. Device Status
For more information, see chapter 12.1.

Device Status & Extended Device Status

CMD 48 Device Status
If you select CMD 48 Device Status, specify a response byte as well.
For more information, see chapter 12.1.

All CMD 48 Device States

Modbus Status
For more information, see chapter 12.2.

Table 5.16 Table Parameters

I3 PEPPERL+FUCHS

69




70

(210

Caution!
System failure

If you click Refresh right after the device was switched on or reset, the system may stop
responding.

If the device was switched on or reset, wait about 1 minute until the boot process is complete
before you click Refresh.

Create MODBUS Mapping Manually

Note!

When editing the mapping table, mapping errors or duplicate address allocations are
highlighted in red. These errors must be corrected before you can apply the MODBUS
mapping.

Warnings are highlighted in yellow.

1.

To read the current mapping from the WirelessHART gateway using the web interface, click
Refresh. If using the DTM to configure the WirelessHART gateway, select the Wire-
lessHART gateway in the project tree and choose Device > Load from device.

. On the Table tab, go to the row in the mapping table that contains free input registers that

have not been mapped yet.

. Click into the Long Tag cell and select a device from the drop-down list.
We recommend that you map the values of the WirelessHART gateway on the first registers.

. Click into the Value cell and select a value you want to read.

Note that if you select CMD 48 Device Status, Lower Significant Byte, or Most
Significant Byte, you must enter a response byte as well.

. After you selected the device and value, press Enter to confirm.

L The Register, Endregister, Card, and Channel values are updated automatically and a
new line for the remaining registers is inserted automatically.

Repeat these steps to complete the mapping table.

To write the current mapping table to the WirelessHART gateway using the web interface,
click Apply. If using the DTM to configure the WirelessHART gateway, select the
WirelessHART gateway in the project tree and choose Device > Store to device.

Note that the new mapping is applied immediately and the consistency of the mapping table
is not checked before it is applied.

To export the current mapping table to a CSV file, click Export (web interface) resp. Export
CSV (DTM).

To load the mapping table from a CSV file, click Import (web interface) resp. Import CSV
(DTM).

For more information on the structure of the CSV file, see chapter 12.3.

To delete a mapping entry, click the E X-sign at the end of line. To delete the entire mapping
table, click the E X-sign in the table header.
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Tip

If a WirelessHART gateway is replaced with a new one, we recommend that you use the
export/import functionality to transfer the settings from the old WirelessHART gateway to the
new one. Otherwise, the new WirelessHART gateway rebuilds the WirelessHART network from
scratch by default, which means that the virtual HART I/O structure in the instrument list and
the MODBUS addresses of the devices will differ from the positions and addresses that have
been defined in the old WirelessHART gateway.

Furthermore, if using the DTM to configure the WirelessHART gateway, you can prepare the
instrument list and the MODBUS mapping tables offline and export the configuration into a

CSV file. Once the WirelessHART gateway is available on site, you can import the prepared
configuration via the CSV file.

Create MODBUS Mapping Semi-Automatically

The Generate tab enables you to generate the mapping table automatically according to your
specifications. You only need to select the values you want to read from the devices. After this
selection has been completed, you can generate the mapping table for all devices
automatically.

Note!

The Instrument List must be available before you create the mapping table, because the
values for the mapping table are retrieved from the Instrument List.

For a detailed overview of the relationship between the configuration options in the DTM or web
interface and the data in the WirelessHART gateway, — see Figure 5.18 on page 60.

Parameter
& Diagnostics Madbus Block Editor: Input Register
=2 Engineering
Instrurment List
UMD?&L&T:;&;;}?QS [ import | [ Export ] [ Retesh | [ 2ol
Input Status
Input Register Tabl G 1L
Topalogy View e | Beferete
E-Additional Functions
MeasUrement Start register: 1 Generation order | Index [~]
Valus
[ Default setiing J
| Generat ]
¥\ Delete all Mappings
Figure 5.22 Engineering > Modbus Mapping > Input Status/Register: Semi-Automatic Generation
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Generation Parameters

Parameter

Description

Start Register

The first MODBUS register into which the first value is mapped.

Generation
order

The generation order defines the order in which the HART devices will be
mapped on the MODBUS input registers.

Index

The devices are mapped according to the index number. To look up the
index numbers, you can deactivate the Tree-View check box under
Diagnostics > Wireless Communication > Details.

Alphabetical

The devices are mapped in alphabetical order, according to the Long Tag

of the wireless device.
Alphabetical (sub-device)

The devices are mapped in alphabetical order, according to the Long Tag

of the sub-device.

10 card & channel
The devices are mapped according to the IO card & channel number of
the wireless device.

10 card & channel (sub-device)
The devices are mapped according to the IO card & channel number of
the sub-device.
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Parameter

Description

Value

Enables you to define the values you want to read as well as their sequence.
Click into the Value column to select a value from the drop-down list.
The Input Status submenu enables you to map the following values:

Lower Significant Byte: If you select Lower Significant Byte, enter a
response byte as well.

Most Significant Byte: If you select Most Significant Byte, enter a
response byte as well.

The Input Register submenu enables you to map the following values:
Loop Current

Percent Range

PV: HART primary variable
SV: HART secondary variable
TV: HART tertiary variable

QV: HART quaternary variable

Device Variable: The device variable provides device-specific
information. This information is displayed using a device-specific unit
code.

For more information on what device-specific information is available and
on the device-specific unit codes, see the manual of the sub-device.

Battery Life

Device Status
For more information, see chapter 12.1.

Ext. Device Status
For more information, see chapter 12.1.

Device Status & Extended Device Status

CMD 48 Device Status
If you select CMD 48 Device Status, specify a response byte as well.
For more information, see chapter 12.1.

All CMD 48 Device States

Modbus Status
For more information, see chapter 12.2.

Default
settings

Generates a default mapping table that corresponds to the Automatic
mapping. For more information on the automatic mapping rules, see chapter
5.5.3.

Generate

Writes the mapping to the table on the Table tab, according to your selections
on the Generate tab.

Delete all
Mappings

If activated, the mapping you generate overwrites all existing mappings on the
Table tab.

If deactivated, the mapping you generate is added to existing mappings on
the Table tab.

Table 5.17  Generation Parameters
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Generate MODBUS Mapping

1. Onthe Generate tab, enter the start register for the MODBUS mapping in the Start register
field.

2. Select the order in which the devices are mapped on the MODBUS registers in the
Generation order drop-down list.

3. Select the values you want to read for each device in the Value column.
Note that if you select CMD 48 Device Status, Lower Significant Byte, or Most
Significant Byte, you must enter a response byte as well.

4. If required, activate the Delete all Mappings check box to overwrite any existing mappings
on the Table tab. If deactivated, the mapping you generate is added to existing mappings on
the Table tab.

5. Click Generate to write the mapping to the table on the Table tab.
6. Click Table.

L5 The mapping table on the Table tab displays the generated mappings.

7. If required, you can manually edit the generated mapping table.
For more information, see Create MODBUS Mapping Manually.

8. To write the current instrument list to the WirelessHART gateway using the web interface,
click Apply. If using the DTM to configure the WirelessHART gateway, select the
WirelessHART gateway in the project tree and choose Device > Store to device.

Note that the consistency of the instrument list is not checked before it is applied.

To export the current mapping table to a CSV file, click Export (web interface) resp. Export
CSV (DTM).

To load the mapping table from a CSV file, click Import (web interface) resp. Import CSV
(DTM).

For more information on the structure of the CSV file, see chapter 12.3.

To delete a mapping entry, click the E X-sign at the end of line. To delete the entire mapping
table, click the E X-sign in the table header.

Tip

If a WirelessHART gateway is replaced with a new one, we recommend that you use the
export/import functionality to transfer the settings from the old WirelessHART gateway to the
new one. Otherwise, the new WirelessHART gateway rebuilds the WirelessHART network from
scratch by default, which means that the virtual HART 1/O structure in the instrument list and
the MODBUS addresses of the devices will differ from the positions and addresses that have
been defined in the old WirelessHART gateway.

Furthermore, if using the DTM to configure the WirelessHART gateway, you can prepare the
instrument list and the MODBUS mapping tables offline and export the configuration into a
CSV file. Once the WirelessHART gateway is available on site, you can import the prepared
configuration via the CSV file.
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55.5 Topology View

Here you can set up the topology view that is displayed under Diagnostics > Wireless
Communication > Topology View. You can upload background images in any common
graphic format, such as JPG or GIF. For example, you can use a satellite photo, a floor plan, or
a diagram in which you want to group the devices

Note!

The Instrument List must be available before you set up the topology view, because the set of
WirelessHART devices is derived from the Instrument List. See chapter 5.5.1

(10

For a detailed overview of the relationship between the configuration options in the DTM or web
interface and the data in the WirelessHART gateway, — see Figure 5.18 on page 60.

& Parametar
B Disgnogtics Topalogy
E-Engineering
~Instrument List
dbus Mapping [ Selectidap | [ Resetzoom | [ mpet | [ Esport | [ Refesh | [ spek
-~ Topolagy View
dditional Functions

“Measurement Horizontal image origin o m Resolution 1] mipixel

Vertical image origin 0 m Paths shown Alll=]

MULTICROF

Figure 5.23 Engineering > Topology View

Caution!
A System failure
If you click Refresh right after the device was switched on or reset, the system may stop

responding.

If the device was switched on or reset, wait about 1 minute until the boot process is complete
before you click Refresh.

) Set Up the Topology View

1. Toretrieve the devices from the Operating Modes list of the WirelessHART gateway using
the web interface, click Refresh. If using the DTM to configure the WirelessHART gateway,
select the WirelessHART gateway in the project tree and choose Device > Load from de-
vice. Note that reloading the device information takes some time.

2. Click Select Map to select a background image for the topology view.
3. Click Browse to select the background image.
4. Click Upload Map to upload the background image.
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5. If required, edit the coordinates of the image origin in the Horizontal image origin and
Vertical image origin boxes.

6. Enter a value in the Resolution box to scale the background image, for example 1 m/pixel.
Note that you can set the resolution only after you have uploaded an image.

7. Arrange the WirelessHART devices in the topology view by dragging and dropping the
devices to a selected position. Note that for a more accurate positioning you can use the
slider to zoom in or out of the topology view. To reset the zoom to its default value, click
Reset Zoom.

8. To write the current topology view to the WirelessHART gateway using the web interface,
click Apply. If using the DTM to configure the WirelessHART gateway, select the
WirelessHART gateway in the project tree and choose Device > Store to device.

To export the current devices and their positions to a CSV file, click Export (web interface)
resp. Export CSV (DTM).

To load a list of devices and their positions from a CSV file, click Import (web interface) resp.
Import CSV (DTM).

For more information on the structure of the CSV file, see chapter 12.
Additional Functions

Accessing the Additional Functions Window

1. If using the DTM and PACTware, right-click the device in the project tree, select Additional
functions and choose the desired function.

2. If using the web interface, select Additional Functions in the navigation area on the left.
Reset

&-Parameter
- Diagnostics

i Firmweare upgrade

- Change Passward

L Upload Cerificate
- Measurement

&-Engineering Device Reset:
E-Additional Functions
-~ Resst Rehuild Instrument List;
SelfTest
Ahout Reform Hetwork:

Feset Diagnostic Bits:

Figure 5.24 Additional Functions > Reset

Reset Options

Parameter Description

Device Reset | Restarts the software of the WirelessHART gateway without any impact on the
established network (which is not reformed).

This function does not set the parameters of the WirelessHART gateway back
to their default values. It restarts the WirelessHART gateway software only.

Rebuild Regenerates the instrument list from scratch.
Instrument | The existing instrument list is overwritten. Note that the MODBUS addresses
List of the devices in the network will be changed by resetting the instrument list.

We recommend that you create a backup of the current instrument list before
rebuilding a new instrument list. See chapter 5.5.1
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5.6.3
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Parameter Description
Reform Restarts and re-establishes the network. For example, this function is needed
Network to activate a new network ID. See chapter 5.2.1

Depending on the size of the network, this process may take several minutes.
This function does not set the parameters of the WirelessHART gateway back
to their default values. It restarts the network only.

Reset Resets the HART parameters under Diagnostics > Wired Communication
Diagnostic | > HART to its default values.
Bits

Table 5.18 Reset Options

Self Test

After pressing the Perform Self-Test button in the Additional Functions > Self Test menu the
device carries out a self test.

The results of the self test can be seen in the Diagnostics menu. See chapter 5.4

Set DTM Address

The table in the Set DTM address window shows the WirelessHART devices configured in the
PACTware project and their DTM addresses. The DTM address is the device long tag as
specified in the DTM of the device (offline data record). The DTM address is also displayed in
the project tree structure of the PACTware project.

Note!
The Long Tag parameterized in the Set DTM Address window must be identical with the
Long Tag of the same device parameterized in the Set device address window. See chapter

5.6.4
Otherwise the DTM is not able to establish a connection to the device.

E | . @
Update changed tags
Device Type (DTM) Long Tag
WHA-LIT WHA-UT
WHA-ADP WHA-ADP
%Connected [0 O Database ﬂ
Figure 5.25 Additional Functions > Set DTM address

Changing the DTM address

1. Place the cursor inside a cell of the Long Tag column.

2. Change the device long tag as required. You may change the long tags of several devices at
once, if needed.

3. Close the DTM dialogs of the devices whose long tags are to be changed.
4. To apply the new DTM address(es) press Update changed tags.

Lo The new DTM addresses are displayed in the project view of PACTware.
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Set Device Address

The table in the Set device address window shows the WirelessHART devices in the network.
The device address is the device long tag stored in the device.

Note!

Additional functions > Set device address is available only online, while the connection to
the WirelessHART gateway and the WirelessHART device(s) is active.

Note!

The Long Tag parameterized in the Set Device Address window must be identical with the
Long Tag of the same device parameterized in the Set DTM address window. See chapter
5.6.3

Otherwise the DTM is not able to establish a connection to the device.

0 E €
Update changed tags
Device Type Manufackturer Long Tag
WHA-UT Peppetl+Fuchs WHA-UT
WHA-ADP Peppetl+Fuchs WHA-ADP
.@ Canmecked € B Device =
Figure 5.26 Additional Functions > Set device address

Changing the device address

1. Place the cursor inside a cell of the Long Tag column.

2. Change the device long tag as required. You may change the long tags of several devices at
once, if needed.

3. To apply the new DTM address(es) press Update changed tags.
L3 The new DTM addresses are stored to the devices.

About

Additional Functions > About displays information about the device, its manufacturer, and its
firmware version.

Firmware Upgrade

Note!
This configuration option is only available in the web interface.

Parameter

&-Diagnostics
gineering Selectthe Package ta install o ipk, * tar g2
ditional Functions
Reset .
TR Upload the Package:
Ahout
Firrmware upgrade
Change Pagsword
Upload Cetificate

LMeasurerment

Figure 5.27 Additional Functions > Firmware upgrade
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Upgrading the Firmware

Choose Additional Functions > Firmware Upgrade.
Click Browse to choose the firmware upgrade package (*.ipk) from your hard drive.
Click Upload the Package.

To install the firmware upgrade, press Install the Package. You can also abort the upgrade
process by clicking Discard Upgrade.

b=

L The installation process may take a while. When the installation is finished, Installation
Successfully Completed is displayed.

Change Password

Note!
This configuration option is only available in the web interface.

El-Parameter
B Diagnostics

--Engineering Type a new passward:
El-Additional Functions

Type the new password
~Self Test again to confirm:
- About

~Firrmware upgrade Change Password:
- Change Password
- “Upload Certificate Discard Operation:
- Measurement
Figure 5.28 Additional Functions > Change Password

The connection to the web interface is made using a secure connection (HTTPS) which
requires a user name and a password. The factory default settings are:

User name: admin

Password: admin

You can change both user name and password in the web interface.
Changing the Password

1. Logontothe web interface of the WirelessHART gateway using the user name for which you
want to change the password.

2. Choose Additional Functions > Change Password.
3. Enter a new password into the corresponding fields.

4. To apply the new password, click Change Password. You can also abort the operation by
clicking Discard Operation.

L5 The password for the current user has been changed.

Upload Certificate for HTTPS Connection

You can install a trusted certificate issued by a certification authority, such as TC TrustCenter,
Thawte, or VeriSign.

A digital certificate is an electronic document that binds a public key with an identity, for
example, an organization or an user. The binding between a public key and the identity is done
by a signature. This signature can be self-signed or authenticated by a certification authority.
The WirelessHART gateway is delivered with a self-signed certificate for the HTTPS
connection. Because the web browser cannot verify the authenticity of a self-signed certificate,
some web browsers display the following (or a similar) warning message in the address bar:

td! Certificate Error
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Note!
This configuration option is only available in the web interface.

- Parameter
B Diagnostics
E-Engineering Select the new Certific ate:
El-Additional Functions
i Reset .
H Upload the Certificate: >¥
- SelfTest R .
- Ahout
;----Firmware upgrade
g---Change Passuinr
- Upload Ceddificate
- Measurement
Figure 5.29 Additional Functions > Upload Certificate

Install a Trusted Certificate

Note!

Prerequisites:

You need a certificate and a private key from a trusted authority, such as TC TrustCenter,
Thawte, or VeriSign.

Both files must comply with the following standard: X.509 Ver. 3

1. Click Browse and select the certificate file from the certification authority.
2. Click >> to upload the certificate.
Lo The Upload Private Key option appears.
3. Click Browse and select the private key from the certification authority.
4. Click >> to upload the private key.
L5 The Change Certificate and Private Key option appears.
5. Click >> to install the certificate and private key.

The new certificate and private key have heen successfully installed

Please, reboot the gateway for the change to take effect!

Figure 5.30 Installation confirmation

6. Go to Additional Functions > Device Reset and perform a device reset for the changes to
take effect.

If the trusted certificate has been installed successfully, the address bar in the web browser
displays a padlock icon:

a

This indicates that the web interface of the WirelessHART gateway is a trusted site.
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Configuration via Web Interface

57 Measurement

The measurement list displays a comprehensive overview of all cached parameters and values
of all sub devices.

Note!

This list is stored in a non-volatile memory of the WirelessHART gateway. The card and
channel number assignment will remain the same after a restart of the WirelessHART gateway
or software.

[0

Note!

Please keep in mind that the dynamic values of each sub device (analogue value, PV, SV, TV,
QV) are cached by the WirelessHART gateway only if the respective sub device publishes
those values. See chapter 2.1.4

After a network restart, the Operating Modes list needs time to rebuild. During this time, some
information is set to 0 or replaced by wildcard characters.

[0

E-Parameter
E-Diagnostics Measurement
EEngineering
E-Additional Functions
Measurement Refresh
Lona Tag 10-Card | Channel | Device Type Stetus Dev.Status | Loop Curr.. | PY S ™ =
B wirdlessGatevay 251 1 WHA-GI
« T208innen 1 0 WHALT = v TATO0.. 21.70000.. 2337500... 4026000000 df
B Test_Dev_574 3 0 WHA-LDP =] =] S A i i o~
= SDOE 3 1 SDOE = =] a o L o .
B Test_Dev_538 4 0 WHA-ADP ® = - - -~ - -
. B2 4 1 6266 ® B - &% - 3 -
o T209aussen 5 0 WWHALIT = v TEE000 .. 2280000.. 4 2437500, 3988.000000 d
B Test_Device_604 5 0 WiHA-ADP = =] = g o o EE
FRa 5 1 Ela = = 1208541, 1008176 .. 2302945 0000000.. -
B Test_Dev_576 7 0 VWHA-A0P = =] s Fa oA o7 =N
° WEA_WEGA 7 1 B2E2 = =] A A a A -
" EH_SWWATO_AN_FMR231 8 o SWATD = v - k- - k- -
El WHA_SDP_AK_Positioner 9 0 WHA-ADP = =] A A o A A
. SAMSONITIO 3 1 373K-3 = [ ] 4000000 .. 0100000% 0000000% - 0.000000 In
B WHA-ADP-CorrTran 10 0 WHL-LDP ® = o of = s "
« Conlran_Long Tag 2 10 1 CartTran My ® = by s - aps o
+ MULTIDROP " 0 WHA-ADP = v - 7 -+ i 7
* 4000000340057 2 0 WHA-LT = v 1633600, 77.09999.. 7E.59993..  2443750..  4109.000000d
* 4000003410029 12 0 WWHALT = v - 77.00000.. - -
= 40000003410027 13 0 WHA-LIT = v 1636300 - - - -
Figure 5.31 Measurement List

If required, click Refresh to reload the values of all sub devices.

Note!

O
H If using the DTM and PACTware to configure the WirelessHART gateway, the following data is
available only during online parameterization.
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General Data

Displayed
Information

Description

Long Tag

Displays the long tag of the device.

HART 5 devices and older devices do not support long tags. For those
devices, the WirelessHART adapter uses the content of the Message field
which will be displayed here instead.

1/0 Card

Indicates the virtual I/O card number to which the device is mapped to. See
chapter 2.1.3

Channel

Indicates the channel of the virtual I/O card that the device is mapped to. See
chapter 2.1.3

The value 0 identifies a WirelessHART device or a WirelessHART adapter,
while the value 1 identifies a wired device connected to a WirelessHART
adapter.

Device Type

Displays the device type as registered at the HCF.

Status

The following communication statuses exist:

. communication not possible

W communication possible, device not identified

W (flashing) communication possible, identification ongoing
. device connected and identified

Dev. Status

Note that the device status displayed in the list may differ from the actual
device status because the HART status bits may be interpreted differently.
The following device statuses exist:

0 maintenance required
A out of specification
@ check function

. failure

Measured Values

Displayed
information

Description

Loop Current

Analogue value of the primary variable

PV

Value of the primary variable

SV Value of the secondary variable
TV Value of the tertiary variable
Qv Value of the quaternary variable

Table 5.19 Measured Values
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Configuration via DTM and PACTware

If using the DTM and PACTware to configure the WirelessHART gateway, the WirelessHART
gateway must be connected via Ethernet or RS-485.

Configuration via DTM is identical to the configuration via web interface with the
exception of a few options that are pointed out in the relevant sections. Thus, after you have
added the communication DTM and device DTM in PACTware, you can follow the instructions
for configuration via web interface.

You can download PACTware, the WirelessHART DTM, and the HART Communication DTM
from www.pepperl-fuchs.com.

Creating a New Project?

Select File > New or click —=] Create New Project.

L A new, unnamed project appears in the main window. The project initially consists of the
entry HOST PC.

Update the Device Catalog
1. Start PACTware.
2. Select View > Device Catalog.
L5 The Device Catalog window opens.

3. Click Update Device Catalog to update the device catalog.
4. Click Yes to continue.

L The updated device catalog appears.
Adding Ethernet Communication DTM

Adding Ethernet Communication DTM
1. Select HOST PC in the project view.

=1

2. Choose Device > Add device or click == Add device.
3. Select the entry HART IP Communication.
4. Click OK.

L The Ethernet communication DTM is added to the project.

Project B x
Device kag address | (] 2
HOST PC
[ HART IP Communication & ==
Figure 6.1 Ethernet communication DTM in project view

5. To edit the parameters, right-click HART IP Communication and select Properties.

6. Setthe parameters according to your preferences. In most cases, the default values should
be fine.

7. Click OK to save the changes and to close the Properties window.

The IP address, bus address and UDP port of the communication DTM must match the
parameters of the WirelessHART gateway. In some cases, for example, if the WirelessHART
gateway has already been used in another project, you may have to edit these parameters.
When using a new WirelessHART gateway, there is no need to change these parameters,
because the default settings of the WirelessHART gateway already match the default settings
of the Ethernet Communication DTM.
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Edit DTM Addresses of the Ethernet Communication DTM

1. Right-click HART IP Communication.

2. Choose Additional Functions > Set DTM addresses.
Lo The Set DTM addresses window is displayed.

_I HART IP Communication # Set DTM addresses... | 4 b
Devicetype: HART IP Cammunication
Project Tag HART IP Communization
| - |
Device name Tag Bus &ddress UDP &ddrezs | UDP Part
WHAGW WHA-GW 1 192.168.1.1 | 5034
% Connected [] Database ﬁ

Figure 6.2 Set DTM address window

3. Change the parameters as required (see following table).

4. Click Update changed data to apply the new settings.
5. Disconnect and re-establish the connection between the DTM and the WirelessHART

gateway to activate the new settings.

HART IP communication DTM WirelessHART gateway
Parameter Explanation Default Parameter Default
Tag Gateway name in the WHA-GW - -
Project view of PACTware.
Any name may be entered
(not relevant for connection
to the WirelessHART
gateway)
Bus Address| Gateway polling address | 1 Parameterization > 1
Must match the settings of Wired Communication >
the WirelessHART Protocols > HART > Bus
gateway. Address
UDP Gateway IP address 192.168.001.001 | Parameterization > 192.168.001.001
Address Must match the settings of Wired Communication >
the WirelessHART Interfaces > Ethernet >
gateway. IP Address
UDP Port Gateway port number 5094 Parameterization > 5094
(HART over UDP) Wired Communication >
Must match the settings of Protocols > HART > Port
the WirelessHART Number
gateway.
84
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Adding RS-485 Communication DTM
Adding RS-485 Communication DTM

Note!

The HART Communication DTM is not included in the WirelessHART DTM Collection. It can be
downloaded separately from www.pepperl-fuchs.com.

1. Select HOST PC in the project view.

¥

2. Choose Device > Add device or click Add device ==

3. Select the entry HART Communication and click OK.
Lo The HART communication DTM is added to the project.

 Praject

1 x

Device bag
HOST PC
WET COM1

Figure 6.3

HART communication DTM in project view

4. To edit the parameters, right-click the HART communication DTM and select Properties.

5. Set the parameters according to the following table.

6. Click OK to save the changes and to close the parameter window.

Parameter Description Default

Communication | Select HART multiplexer. HART

interface modem

Port Select the COM port of the RS-485 to RS-232 converter or| COM1
of the RS-485 to USB converter.

Baudrate Select the baud rate of the WirelessHART gateway. 19200

RTS Control Depending on the RS-485 to RS-232 converter used, it Toggle
may be necessary to switch the request-to-send control on
or off, in order to switch correctly between reception and
transmitting mode.

Master Specify if you want the WirelessHART gateway to be the | Primary
primary or the secondary master. If there is already a Master
primary master, define the WirelessHART gateway as
secondary master.

Preamble Select the number of preambles for HART communication.| 5

Number of Select the number of retries for HART communicationin | 3

communication | case of an error.

retries

Start address Select the address range in which the HART 0

End address Communication DTM searches for HART multiplexers. 15

I3 PEPPERL+FUCHS
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Adding Device DTM

After you have added a communication DTM, add the device DTM for the WirelessHART
gateway.

Adding the Device DTM

1. In the project view, right-click on the entry of the communication DTM.
2. To add the device DTM, choose Add device.
3. Select the entry WHA-GW.
4. Click OK.
Lo The DTM for the WirelessHART gateway is added to the project.
EProject 1 x
Device tag Address | (] 30
HOST PC
= [ HART 1P Communication A
A wHe-gw 1 -
Figure 6.4 Device DTM in project view
Tip

After you have added the DTM for the WirelessHART gateway, you can easily add other
WirelessHART devices by performing a topology scan. To do so, right-click the WirelessHART
gateway and select Connect. When you have an active connection to the WirelessHART
gateway, right-click the WirelessHART gateway and select Topology Scan.

Online and Offline Parameterization (DTM)

The concept of online and offline parameterization applies only to configuration via DTM and
PACTware.

Offline Parameterization (not connected to device)

If there is no active connection to the device, you can edit and save the data that is stored
locally in PACTware. You can transfer the local data to the device, as soon as a connection
to the device has been established.

Online Parameterization (connected to device)
If there is an active connection to the device, you can directly edit the data that is stored
on the device. Parameter changes are immediately stored on the device.

Note!

Data that is edited and stored on the device during online parameterization is not automatically
synchronized with the offline data in the PACTware project. If you change device parameters in
online mode, the data in PACTware differs from the data on the device. To make sure the data in
PACTware matches the data on the device after online parameterization, load the data from the
device into the PACTware project.
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) Offline Parameterization
1. Right-click the device entry in the PACTware project.
2. Choose Parameter > Offline Parameterization.
L5 The window containing the offline data record appears.

3. Modify a parameter by typing in a new value or choosing a new value from the drop-down
list.

4. To accept the new value, press Enter.
5. After all parameter changes have been made, save your project by choosing File > Save.

6. To write the new offline configuration to the device, right-click the device entry in the project
view and choose Connect.

Lo A connection to the device is established.
7. Right-click the device entry again and choose Store to device.
L3 The new configuration is stored in the device.

) Online Parameterization

Note!

Some options are only available during online parameterization. These options are pointed out
in the relevant sections

[0

1. Right-click the device entry in the PACTware project.
2. Select Connect.
L A connection to the device is established.
3. Right-click the device entry in the PACTware project.
4. Select Parameter > Online Parameterization.
Lo The window containing the online data opens and the data is read from the device.

5. Modify a parameter by typing in a new value or choosing a new value from the drop-down
list.

6. To accept the new value, press Enter.

L The new value is stored in the device immediately.

7. After all parameter changes have been made, you can load the online configuration into the
PACTware project. To do this, right-click on the device entry in the project view and choose
Load from device.

8. Save your project by choosing File > Save.
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Configuration via DD file and Emerson AMS Suite

You can also configure the WirelessHART gateway by integrating it into a process control
system. The exact procedure how to integrate a device depends on the process control
system. Please refer to the documentation of your process control system manufacturer.

You can download the device description for the WirelessHART gateway from www.pepperl-
fuchs.com. Install the DD file according to the instructions from the documentation of your
process control system manufacturer.

This manual describes the integration into a process control system using the example of the
Emerson AMS Suite. When integrating the WirelessHART gateway into the Emerson AMS
Suite, the WirelessHART gateway must be connected to your PC via Ethernet.

Integration

The WirelessHART gateway is integrated into the Emerson AMS Suite by creating a new
wireless network that is established by the WirelessHART gateway.

Create New Wireless Network

1. Make sure the AMS Device Manager is not running.

2. Choose Start > Programs > AMS Device Manager > Network Configuration to start
Network Configuration.

L5 The Network Configuration window appears.

Metwork Configuration lﬁJ
The follawing netwark compaonents are installed :
H&RT Modem 1
Add... Femave Properties. ..
Cloze Help
LY I’
Figure 7.1 Network Configuration window
3. Click Add.
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Configuration via DD file and Emerson AMS Suite

4. Select Wireless Network and click Install.
L The Add Wireless Network Wizard window appears.

. :
Add Wireless Network Wizard - Start )

Click Next to begin installing a Wireless Network.

Click Cancel to go back to the Select Netwark
Component Type diglog box.

cBack | Na:t;[l Cancel | Hep |

Figure 7.2 Add Wireless Network Wizard window

5. Click Next.
6. Enter a name for the network in the Network Name field and click Next.

2015-07
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Configuration via DD file and Emerson AMS Suite

7. Enter the IP address of the WirelessHART gateway in the Smart Wireless Gateway Name
or IP Address field and click Add. The default IP address is 192.168.001.001. If you
changed the IP address of the WirelessHART gateway, type in the new IP address.

-
Connection g
— Wircless Networs Parameters
Smart Wireless Gateway | IP Address ]
Werify Smart Wireless Gateway Security Protocols | Delete |
[~ Enable Secure Communications for this network
Smart Wireless
Gateway Name or IF - [152 168.1.1 Add
Address I !
<Back | Fnsh |  Cancel | Hep |

Figure 7.3 Connection window

L The IP address is displayed in the upper area under Wireless Network Parameters.
8. Click Finish to close the Add Wireless Network Wizard.

Lo The name of the new wireless network is displayed in the Network Configuration
window.

9. Click Close to exit Network Configuration.

2015-07
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7.2 Configuration

The Device Connection View is a graphical representation of the WirelessHART gateway and
the connected wireless and wired subdevices. From this view you can directly open the
configuration window for each device.

) Display Network Participants

1. Start the AMS Device Manager as administrator. To do so, right-click the program icon and
select Run as administrator.

b3
Open
Troubleshoot compatibility
Open file location
)  Run as administrator
Pin to Taskbar %
Pin to Start Menu

Ezppn EE

Restore previous versions
Send to 4

Cut
Copy

Create shortcut
Delete

Rename

Properties

Figure 7.4 Run as administrator

2. Login to the AMS Device Manager using your user name, password, and the Standard
login type.

3. To establish a connection to your devices, choose View > Device Connection View.
Lo The Device Connection View window displays the networks from the Network

Configuration window. In this example, Wireless Network 1 represents the
WirelessHART network that is established by the WirelessHART gateway.

,ﬂ AMS Suite: Intelligent Device Manager - [Device Connection View]

i File Edit View Tools Window Help

] i [Rle| 12l ¢l @ e

A5 Device Manager
1
é Plant Database l—é HART Modem 1 Q Wireless Network 1
Figure 7.5 Device Connection View window
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4. Right-click the network that is created by the WirelessHART gateway and select Rebuild
and Identify Hierarchy.

L The WirelessHART gateway is displayed underneath the network. Note that if the device
description has been installed, the WirelessHART gateway is displayed with a device-
specific icon. Otherwise the system uses a generic icon.

s AMS Device Manager

1
é Plant Database l—é HART Modem 1 Q Wireless Network 1

w 12/07/2012 10:14:39.597

Figure 7.6 WirelessHART gateway in Device Connection View

5. To view the wireless and wired subdevices of the WirelessHART gateway, click the + symbol
in front of the device icon.

L The AMS Device Manager checks the HART loops and adds the field devices to the
network tree. Depending on the number of network participants and the network topology,
this process can take up to a few minutes.

Configure WirelessHART Gateway

Note!

Unless the device description has been installed, you can only configure basic options. The
device description adds device-specific options to the configuration window.

1. To open the configuration window, double-click the WirelessHART gateway in the Device
Connection View.

L The configuration window of the selected device appears.

AMS Device Manager
& ‘ ;
Plant Database = 5
S 12/07/2012 10:14:39.597 [24032 Rev. 2] = | B i)
File Actions Help
&l w|
Configure/Setup Sensor | Frocsss Input | Anzlog Output | Device | HART |
@ Configure/Setup
>< P Srist s/h 0
: — Py USL Nal s,
Configure/Setup 1
¥’ Device Diagnostics i — ,7NaN -
(i Process Variables
) Compare
Time: | Current - Send Cloze Help
Device last synchronized: 07.02.2014 12:45:56
Figure 7.7 Configuration window
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Configuration via DD file and Emerson AMS Suite

2. If you change the value of a field, the background color of this field turns yellow. To apply the
changes, click Send.

(83 12/07/2012 10:14:39.597 (24032 Rev. 2 [= [ B [
File Actions Help
&l v
ConﬁgureISetup Sensorl Process Input | Analog Output  Device | H}\RTI
@ Configure/Setup m Dievice Type |24D32 [Unde 'I Descriptor IWHA'GW1
Message R Y N bl
anufactuier |93 [Undefing vl
Distributar |93 [Undefine_~ I Date: Im m.amn

Final azmbly num I 4144359

Configure/Setup Hardware rev

|—1
Software ey e

ﬁ Process Variables

") Compare
D ‘write pratect |25E| [Undefir_~ I

Time: | Currert ;I Send I Close Help

Device last synchronized: 07.02.2014 12:45:56 |

NN

Figure 7.8 Changes are highlighted in yellow

L The system displays a warning message, asking you to provide an update reason and to
confirm that you want to change the values.

T —— _—

[Cmﬁrm Device Configuration Change M
- ——
A YWARMIMNG: Process control COULD be affected.

Changing device parameters COULD adversely affect the
control of your processes,

Click on the "Details” button. Details == |

Service Reason

Figure 7.9 Confirm Device Configuration Change window

3. To confirm the configuration change, click Yes.

2015-07
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Operation
MODBUS and HART Status Information on Lost Connection

While you can easily retrieve the status information in the Measurement overview (see chapter
5.7), this chapter describes how to read the MODBUS and HART status information by means
of some examples.

Field Device Loses Connection to WirelessHART Adapter

In this example there are 3 field devices that are connected to the WirelessHART network via a
WirelessHART adapter. Now the field devices have been disconnected from the
WirelessHART adapter.

In the Measurement window the red icon in the Com. Status column indicates that the
connection has been lost.

Measurement

Refresh

Loop Curr... | PV sV ™ av

g
)

Long Tag I0-Card Channel Device Type Com. Status Dev. Status

B wirelessBateway 251 1 WHA-GW

5]

E MULTIDROP 1 VIHA-ADP

5]

SDOE

]

= PRESSURE 1 1 3085MV
= BARCON 1 1
1

®®Or
5]

el )
L
LR

]

= 20100 1 263/265 2000T

Figure 8.1 Measurement window

The MODBUS mapping of the device with long tag BARCON looks as follows.
Excerpt from MODBUS Mapping Table

Register Endregister | Long Tag 10-Card Channel Value

241 242 BARCON 11 1 Loop Current
243 244 BARCON 11 1 PV

245 246 BARCON 11 1 SV

247 248 BARCON 11 1 TV

249 250 BARCON 11 1 Qv

251 251 BARCON 11 1 MODBUS Status
252 252 BARCON 11 1 Device Status

Loop Current and Variables

30241: 22977

30242

30243: 7?79?07

30244

30245: 7?7?77

30246

30247 7?7977

30248

30249:; 2?7?7277

30250

Figure 8.2 MODBUS readout of register 30241 ... 30250
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no field device is available and therefore no values are available.

Status Information

30251: «<000O0ODOOOCOCOO1O1:
30252: <DODODOOO100OOOD0:
Figure 8.3 MODBUS readout of register 30251 ... 30252

The MODBUS status information in register 30251 returns 0000000000000101. This
indicates that the cache for command 3 is empty (as there is no device). See chapter 12.2

The HART status information in register 30252 returns 0000000010000000 that corresponds
to the hexadecimal value 0x80. This indicates a device malfunction. See chapter 12.1

WirelessHART Device Loses Connection to Network

In this example there are 4 WirelessHART temperature converters. The device with long tag
40000003410027 lost connection to the WirelessHART network, while the device with long tag

T209innen is still connected.

Measurement

Refresh
Long Tag 10-Card Channel Device Type Com. Status Dev. Status Loop Curr... | PV SV v av
Bl wirelessGateway 251 1 WHA-GW
= T20Ginnen 1 0 WHA-UT TITEmMA 236°C - 23625°C 3815d
= 40000003410057 2 0 WHA-UT 16336 mA  77.09999...  76.59999... 228125°C : 3737d
= 40000003410029 12 0 WHA-UT - 77.09999... - i i
| = 40000003410027 ‘13 0 WHA-UT . - - - - =
Figure 8.4 Measurement window
The MODBUS mapping of the device with long tag T209innen looks as follows.
Excerpt from MODBUS Mapping Table for T209innen
Register Endregister | Long Tag I0-Card Channel Value
11 11 T209innen |1 0 MODBUS Status
12 12 T209innen |1 0 Device Status
Status Information for T209innen
30011: <000OOOOOOOOQOOOOO:
30012: <0000O0OOOOOOQ1IOOO0>
Figure 8.5 MODBUS readout of register 30011 ... 30012

The MODBUS status information in register 30011 returns 0000000000000000. This
indicates that everything is ok. See chapter 12.2

I3 PEPPERL+FUCHS
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The HART status information in register 30012 returns 0000000000010000 that corresponds
to the hexadecimal value 0x10. This indicates that more status information is available via
command 48. See chapter 12.1

This information is also displayed in the Measurement window when hovering over the icon in
the Com. Status column.

ﬁ 7797 mb 23 70000 =

B

= T208innen 1 0 WHA-UT

i3]

Test_Dev 574 3 0 WHA-ADP More Status Available -

Figure 8.6 Measurement window

The MODBUS mapping of the device with long tag 40000003410027 looks as follows.
Excerpt from MODBUS Mapping Table for 40000003410027

Register Endregister | Long Tag I0-Card | Channel | Value

217 218 40000003410027| 13 0 Loop Current
219 220 40000003410027| 13 0 PV

221 222 40000003410027| 13 0 SV

223 224 40000003410027| 13 0 TV

225 226 40000003410027| 13 0 Qv

227 227 40000003410027| 13 0 MODBUS Status
228 228 40000003410027| 13 0 Device Status

Loop Current and Variables for 40000003410027

anai1y. PR

30218

30219: 77777

30220

30221: 1?7777

30222

30223: 1?7777

30224

30225: 77777

30226

Figure 8.7 MODBUS readout of register 30217 ... 30226

no field device is available and therefore no values are available.

Status Information for 40000003410027

30227: <0000000000000101>
30228: <0000000010110000>

Figure 8.8 MODBUS readout of register 30227 ... 30228
The MODBUS status information in register 30227 returns 0000000000000101. This
indicates that the cache for command 3 is empty (as there is no device). See chapter 12.2

The HART status information in register 30228 returns 0000000010110000 that corresponds
to the hexadecimal value 0xBO with 0XBO = 0x80 + 0x20 + 0x10. See chapter 12.1

0x80: device malfunction
0x20: cold start
0x10: more status available

2015-07
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This information is also displayed in the Measurement window when hovering over the icon in
the Com. Status column.

= 40000003410023 12 o WHA-UT
lMore Status Available
» 4000000341027 13 0 WHA-UT ® % Cold Start
There is no device communication at
the moment. The displayed data is
outdated.
Figure 8.9 Measurement window

Network Enhancement

After having installed and set up a wireless network, give the network a couple of hours to
stabilize itself before taking the following steps.

Once the WirelessHART network is running, there are some simple measures that will help
enhancing network performance and reliability. Those measures are described in the following.

Verify Connections

Check that each device has joined the network and is communicating properly. See chapter
5.4.2 Details

If you cannot establish a connection to a device, the device is probably too far away or an
obstacle blocks the radio waves. In this case, add an additional device to bridge the gap.

Eliminate Bottlenecks

If the messages of several devices all have to pass through one single device to get to the
WirelessHART gateway, the network has a bottleneck. If the device at the bottleneck fails,
whole parts of the network get cut off from communication because there are no alternative
paths to route messages.

To eliminate bottlenecks in a wireless network, add at least one device near the bottleneck to
provide redundant communication paths.
There should always be at least two communication paths from one device to another.

-

Figure 8.10 Eliminating a bottleneck

1. Bottleneck
2. WirelessHART gateway
3. Possible position of an additional WirelessHART device eliminating the bottleneck
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Expand the Network

In an industrial environment, there are several potential obstacles for radio waves, for example
buildings, walls, pipes, or even moving obstacles like trucks. Those obstacles can reflect, bend,
diffuse or block radio waves. The effects of reflection, bending and diffusion create new waves

which interact with the original ones and with each other. They can amplify or nullify each other.

Due to the interference of reflections, moving the antenna a few centimeters can help. If there
are obstacles blocking data transfers between wireless devices, add additional devices to
provide alternative communication paths. The more devices exist in a WirelessHART network,
the more reliable it gets.

Optimize Coexistence with other Wireless Networks

WirelessHART networks use the frequency spectrum between 2400 ... 2483.5 MHz according
to IEEE 802.15.4. Various other wireless technologies also use this frequency spectrum, for
example WLAN (IEEE 802.11) and Bluetooth (IEEE 802.15.1). Measures must be taken to
ensure that the various wireless technologies do not affect each other.

If there are problems with other wireless technologies disrupting the WirelessHART network,
create a channel blacklist that makes the WirelessHART gateway skip certain channels known
to provide persistent interference. See chapter 5.2.1

If possible, you can also manage the frequencies used by other networks and block the usage
of channels already used by the WirelessHART network (frequency management).

I3 PEPPERL+FUCHS
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Maintenance and Repair

9 Maintenance and Repair

9.1 WHA-GW*
The national requirements apply to maintenance, servicing, and inspection of associated
apparatus.

No maintenance is necessary if the devices are operated properly, observing the mounting
instructions and ambient conditions.

The devices must not be repaired, changed or manipulated. If there is a defect, the product
must always be replaced with an original device.

2015-07
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Troubleshooting
Faults Indicated by LEDs of the WirelessHART Gateway

Indication

Possible cause

Corrective action

Red LED is on

Hardware fault that makes normal
operation of the WirelessHART

gateway impossible.

Try powering the WirelessHART
gateway down and up again. If the
problem persists, please return the
WirelessHART gateway to
Pepperl+Fuchs for repair.

Red LED flashes

Under certain conditions the LED
flashes while the WirelessHART
gateway tries to eliminate the fault.

If the problem persists, please
contact Pepperl+Fuchs customer
service.

Wired Communication Faults

Fault

Possible cause

Corrective action

The host is not
able to establish
an Ethernet
connection to the
WirelessHART
gateway.

The WirelessHART
gateway is connected to
the Ethernet with a straight
through connection
although a crossover
connection is necessary
(or vice versa).

Access the Ethernet interface of the
WirelessHART gateway.

Interchange the green wire with the orange
one, and the white/orange wire with the
white/green one.

This action changes a crossover connection
into a straight-through connection and vice
versa.

The Ethernet parameters
of the WirelessHART
gateway are incorrect.

Check the Ethernet parameters of the
WirelessHART gateway. See chapter 5.3.2

The Local Area Connection
Properties of your PC are
not configured correctly.

Configure the Local Area Connection
according to the instructions given. See
chapter 4.1

If you are parameterizing
via the web interface:
Maybe your web browser
uses proxies.

Deactivate proxies in your browser.

The host is not
able to establish
a serial
connection to the
WirelessHART
gateway.

Wrong parameters (e.g.
COM port, address range)
are set in the
communication DTM.

Check the parameters in the communication
DTM. See chapter 6.2

Also check the baud rate/polling address
configured via the DIP switches inside the
enclosure. See chapter 2.3.2

The host is not
able to establish
a serial
connection to the
WirelessHART
gateway, or the
signal quality is
poor.

The terminator is not
activated.

If the RS-485 bus ends at the WirelessHART
gateway, activate the terminator by setting DIP
switch number 7 to ON (see chapter 2.3.2) or
by using the serial interface (see chapter
5.3.1).
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Wireless Communication Faults

Fault Possible cause Corrective action
The The device has not yet The joining process may take a while. Check
WirelessHART | joined the network. the join status in the instrument list of the

gateway cannot
find a

WirelessHART gateway. Alternatively, check
the wireless communication parameters (join

WirelessHART status) of the device via a HART modem
device in the connected to the device.
network. The device carries the Check the wireless communication
wrong network ID and/or | parameters of the device via a HART modem
the wrong join key. connected to the device. The device and the
WirelessHART gateway must have the same
network ID and join key.
There are not enough Check the number of neighbors (Diagnosis >
neighboring Wireless Communication). There should be at
WirelessHART devices least 2 neighbors.
within the device's antenna
range.
The wireless There are not enough Check the number of neighbors (Diagnosis >
connectiontoa | neighboring Wireless Communication). There should be at
WirelessHART | WirelessHART devices least 2 neighbors.

device is poor
and disappears
from time to time

within the device's antenna
range.

Walls or other
static/moving objects block
the radio signals, or the
antenna is not aligned
vertically.

Check the position of the WirelessHART
gateway or use an external antenna. See
chapter 3.1
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Technical Specifications
WHA-GW-F2D2-0-*-Z2-ETH

Supply

Rated voltage

20 ... 30V DC SELV/PELV

Power consumption

<5W

External bus

Connection screw terminals for
-0.2 ... 4 mm? (rigid wire)
-0.2...2.5 mm? (flexible wire)
Interface 1 Ethernet
10 BASE-T/100 BASE-TX, full galvanic isolation
Protocol HART UDP, MODBUS TCP
Cable length max. 100 m, depending on cables and transfer rate
Connection UTPR STP or FTP
Interface 2 RS-485
Protocol HART, MODBUS RTU

Daisy-chain capability

supported by duplicated connection terminals

Transfer rate

max. 115 kBit/s

Cable length

max. 1200 m, depending on cables and transfer rate

Bus termination

integrated termination resistor , adjustable via DIP switch and
software

Input

Number of channels

250

Interface

omnidirectional dipole antenna, removable

Communication

WirelessHART specifications

- physical layer: IEEE 802.15.4.2006

- frequency band: 2.4 GHz (ISM band, licence free)

- transmission rate: 250 kBit/s

- max. transmit power: +10 dBm (EIRP)

- transmission range: outdoor 250 m, indoor 50 m (under
reference conditions)

- communication standard: WirelessHART

Electrical isolation

Interface/power supply

basic insulation according to IEC 61140, rated insulation
voltage 50 Vg

Interface/interface

basic insulation according to IEC 61140, rated insulation
voltage 50 Vg

Indicators/settings

Display elements

LED PWR (power supply status), one green LED
LED COM (communication status), three yellow LEDs
LED FLT (fault signal), one green LED

Control elements

2 push buttons:

- restore HART configuration

- restore communication configuration
DIP switches:

- baud rate

- RS-485 address

- RS-485 termination

- security mode
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Directive conformity
Electromagnetic compatibility

Directive 2004/108/EC EN 61326-1:2006
Radio and The usage of 2.4 GHz equipment is bound to local restrictions.
telecommunication terminal | Ensure that restrictions allow usage of this product before
equipment commisioning.

Directive 99/5/EC EN 300328: V1.7.1

EN 301489-17:V1.3.2
FCC CFR47 Part 15B and | ANSI C63.4-2003
C

Conformity

Degree of protection IEC 60529

Shock resistance EN 60068-2-27

Vibration resistance EN 60068-2-6

Ambient conditions

Ambient temperature -20...60°C (-4 ... 140 °F)

Storage temperature -40...85°C (-40 ... 185 °F)

Relative humidity 5 ... 95 %, noncondensing

Corrosion resistance acc. to ISA-S71.04-1985, severity level G3

test setup and execution acc. to EN 60068-2-60

Mechanical specifications

Degree of protection IP66/IP67
Mass approx. 1 kg
Dimensions 258 mm x 114 mm x 84 mm
without antenna and cable glands
Mounting panel mounting
Data for application in connection with Ex-areas
EC-Type Examination FM 12 ATEX 0061 , for additional certificates see
Certificate www.pepperl-fuchs.com

Group, category, type of
protection, temperature class @ 13 G ExnAnCIIC T4 Ge

Directive conformity

Directive 94/9/EC EN 60079-0:2012
EN 60079-15:2010

General information

Supplementary information | EC-Type Examination Certificate, Statement of Conformity,
Declaration of Conformity, Attestation of Conformity and
instructions have to be observed where applicable. For
information see www.pepperl-fuchs.com.
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Telecommunication Compliance
ETSI (R&TTE)

FCC Part 15.247 for wireless applications in the area of 2.4 GHz

EN 300 328

The usage of 2400 MHz equipment is bound to local restrictions. Ensure that local restrictions
allow usage of this device before commissioning.

Country

Guideline

Bulgaria

General authorization required for outdoor use
and public service.

Italy

If used outside of own premises, general
authorization is required.

Japan

The device is granted pursuant to the
Japanese Radio Law and the Japanese
Telecommunications Business Law.

The device must not be modified (otherwise
the granted designation number will become
invalid).

Latvia

The outdoor usage of the 2.4 GHz band
requires an authorization from the Electronic
Communications Office.

Norway

May be restricted in the geographical area
within a radius of 20 km from the center of Ny-
Alesund.

Rumania

Use on a secondary basis. Individual license
required.
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12.1

Appendix
HART Status Information

HART Device Status

The HART device status or field device status indicates the current operating status of the field

device.

Code | Parameter Description

0x01 Primary Variable | The PV is beyond its operating limits.
Out Of Limits

0x02 Non-Primary A device variable not mapped on the PV is beyond its operating
Variable Out Of | limits.
Limits

0x04 Loop Current The loop current has reached its upper (or lower) endpoint limit
Saturated and cannot increase (or decrease) any further.

0x08 Loop Current The loop current is being held at a fixed value and is not
Fixed responding to process variations.

0x10 More Status More status information is available via command 48.
Available

0x20 Cold Start A power failure or device reset has occurred.

0x40 Configuration An operation was performed that changed the configuration of
Changed the device.

0x80 Device The device detected a serious error or failure that compromises
Malfunction device operation.

HART Extended Device Status

Code | Parameter Description
0x01 Maintenance This bit is set to indicate that, while the device has not
Required malfunctioned, the field device requires maintenance.
0x02 Device Variable | This bit is set if any device variable is in an alarm or warning state.
Alert The host should identify the device variable(s) causing this to be
set using the device variable status indicators.
0x04 Critical Power For battery powered devices. This bit is set when the power is
Failure becoming critically low. Devices must be able to sustain their
network connection for at least 15 minutes from when this bit is
set.
0x08 Failure When this bit is set, one or more device variables (for example,
measurement or control values) are invalid due to a malfunction
of the field device or its peripherals.
0x10 Out Of When set, this bit indicates deviations from the permissible
Specification ambient or process conditions have been detected that may
compromise measurement or control accuracy (for example,
device performance may be degraded given current operating
conditions).
0x20 Function Check | This bit is set if one or more device variables are temporarily
invalid (for example, frozen) due to ongoing work on the device.
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Command 48

Command 48 returns additional status information that is not included in the HART device
status response code.

All field devices must support at least bytes 0 ... 8. Thus, the minimum response length of

command 48 is 9 bytes. If a field device supports more than one analog channel, bytes 9 ... 13

must be supported as well. In this case, the minimum response length of command 48 is 14

bytes.

Response Data Bytes

Byte

Parameter

Description

0

Device-Specific
Status 0
Extended Device
Malfunction

0x01 Manager Fault

0x02 Non-Volatile Memory Defect
0x04 Volatile Memory Defect

0x08 Ethernet Communication Fault
0x10 Wired Device Duplicated

0x20 Long Tag Duplicated

0x40 Electronic Defect

0x80 RS-485 Communication Fault

Device-Specific
Status 1
Gateway
Operation in
Progress

0x02 Block Transfer (not supported)

0x04 Delayed Answer

0x08 Self-Test (not supported)

0x20 Device List Update

0x40 Network Manager Reset In Progress
0x80 Start-Up Phase

Device-Specific
Status 2
Extended Lists
Changes

0x01 Instrument List Changed
0x04 Active Device List Changed

Device-Specific
Status 3
Cumulative
Device Status

0x01 Primary Variable Out Of Limits
0x02 Non-Primary Variable Out Of Limits
0x04 Loop Current Saturated

0x08 Loop Current Fixed

0x10 More Status Available

0x20 Cold Start

0x40 Configuration Changed

0x80 Device Malfunction

Device-Specific
Status 4

Device Operation
in Progress

0x01 Maintenance Required
0x02 Device Variable Alert
0x04 Critical Power Failure

Device-Specific
Status 5

Device Operation
in Progress

0x02 "Configuration Changed Bit Reset" Procedure
0x04 "Sub-Device Update" Procedure
0x08 "Device Update" Procedure

Extended Device
Status

Not available
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Byte Parameter Description
7 Device Operating| Not available
Mode
8 Standardized 0x01 Simulation Active
Status 0 The device is in simulation mode and one or more of its
gtg\r/}ggrdlzed device variables are not representative of the process.
Malfunction 0x02 Non-Volatile Memory Defect
The non-volatile memory check is invalid or corrupt, or the
battery of a battery-powered memory is defective.
0x04 Volatile Memory Defect
The RAM memory check is invalid or corrupt.
0x08 Watchdog Reset Executed
A watchdog reset has been executed.
0x10 Environmental Conditions Out Of Range
An internal or environmental condition is beyond acceptable
limits.
0x20 Power Supply Conditions Out Of Range
The power supply is outside its allowable range.
0x40 Electronic Defect
A hardware problem has been detected.
9 Standardized Not available
Status 1
10 Analog Channel | Not available
Saturated
11 Standardized 0x01 Instrument List Changed
Status 2 When set, the gateway has lost communication with one of its
E;[gtgdégrz]egs sub-devices or discovered a new sub-device. This bit is reset
9 if command 74 is issued. The current sub-device list is read
using command 84.
0x02 Duplicate Master Detected
The adapter has discovered another master with the same
address connected to its token-passing interface.
12 Standardized Not available
Status 3
13 Analog Channel | Not available
Fixed
14 ... 24| Device-Specific | Not available
Status
Information
12.2 MODBUS Status Information
MODBUS-Specific Status
Code | Parameter Description
0x01 Cache Validity Set to 1 when the cache of the device for HART command 3 is
(LSB) empty.
0x02 Identification Set to 1 when the gateway is performing a device identification
(LSB) | Ongoing procedure.
LSB: lower significant byte
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CSV File Structure

Use a semicolon ; as separator for the values in the CSV file. If a value already contains a
semicolon you must put the value into quote signs *. If the value already contains quote signs,
put the entire value into quote signs ** and replace the original quote signs with two quote signs

Example!

The value this is a "long tag" that contains quote signs must be entered like this:
"this is a ""long tag"" that contains quote signs"

Avoid special characters. They can easily be corrupted or they can cause the whole data row to
be skipped during the import of the CSV file.

Avoid leading blanks, trailing blanks, and tabs, especially for integer or hexadecimal values.
Respect the data type of each column.

If a mandatory column is missing, the whole file is rejected and nothing is imported.

If a mandatory value is missing, the corresponding data row is skipped.
MODBUS Mapping

The files for the MODBUS mapping contain the following columns.

File Structure

Expande

d Device

Type Register | Informati | Mapping

Code Device Id| I0-Card | Channel | Long Tag| Register | Type on Code | Code

4 digits | 6 digits | int int string[32] int int int int

hex hex decimal | decimal decimal | decimal | decimal | decimal
mandato | mandato | mandato | mandato | mandato
ry ry ry ry ry

The data in the RegisterType, InformationCode, and MappingCode columns is encoded as
described in the tables below.

RegisterType Codes

Value Description
1 Discrete Input
3 Input Register

InformationCode Codes

Value Description

0 HART Status (RegisterType Code = 3)

1 CMD 48 Status (RegisterType Code = 3)

2 Device Variables (RegisterType Code = 3)
3 MODBUS Status (RegisterType Code = 3)
4 Discrete Variables (RegisterType Code = 3)

Note that the MappingCode codes depend on the InformationCode code.
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MappingCode Codes

Information Code Value Description
0 (HART Status) 0 Device Status
1 Extended Device Status
2 Device Status & Extended Device Status
1 (CMD 48 Status) 0..12 CMD 48 status word to be mapped
0 maps CMD 48 bytes 0&1
1 maps CMD 48 bytes 2&3 and so on
Note: 12 maps CMD 48 byte 24 only
2 (Device Variable) 0...242 Device Variables
For more information on what device-specific
information is available and on the device-
specific unit codes, see the manual of the sub-
device.
243 Battery Life
244 Percent Range
245 Loop Current
246 Primary Variable
247 Secondary Variable
248 Tertiary Variable
249 Quaternary Variable
255 Slot 0 data time stamp
3 (MODBUS Status) 0 "Mod Stat" information
4 (Discrete Variable - LSB) 0...255 Discrete Variable Index
The less significant byte of the variable is
mapped.
5 (Discrete Variable - MSB) 0...255 Discrete Variable Index
The most significant byte of the variable is
mapped.
6 (Network Statistic) 0 Reliability
1 Stability
2 Latency
3 Lost Upstream Packets

LSB: least significant byte
MSB: most significant byte

Instrument List

The files for the instrument list contain the following columns.

File Structure

Expanded Device

Type Code Device Id 10-Card Channel Long Tag
4 digits hex 6 digits hex int decimal int decimal string[32]
mandatory

Topology View

The files for the topology view contain the following columns.

Note that the X- and Y-origins of the background image are not part of the CSV file, as these
coordinates are related to the background image.
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File Structure

Expanded Device Type Code

) Qo 2
- . s g Bl &
P ° © < B ° T
= Q S 2 2 2 3 3 3
o 3 < 5 = 3 Q o Q
o O (@) = ) o > > N
4 digits | 6 digits | int int string[32] | int float float float float
hex hex decimal | decimal decimal |decimal |decimal |decimal | decimal
mandator mandator| mandator
y y y

File Structure

Diagnostic Details

The files you can export under Diagnostics > Wireless Communication > Details contain
the following columns. There are no mandatory columns as there is no import function.
Nevertheless, you can export the data in CSV format for documentation.

[}

©

o

o

(0

o

2

Q )

a El = -

3 e ©) o > 2
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4 6 int int string | 2 2 int yyyy: |float |float |string |int float
digits | digits | decim | decim | [32] digits | digits | decim | mm: [32] decim
hex hex al al hex hex al dd al

hh:m
m:ss
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12.4 Supported Commands
The following tables show the HART commands supported by the device.
O Note!
H Unlike a HART multiplexer the WirelessHART gateway only accepts commands directly
addressed to its HART slave address.
12.4.1 Universal Commands

Command Action Description

Identity Commands

0 ] Read unique identifier 12 Bytes device identifier are given in
the response

11 | Read unique identifier using tag 12 Bytes device identifier are given in
the response, if the given tag complies
to the tag of the gateway

21 | Read unique identifier using long tag | 12 Bytes device identifier are given in
the response, if the given long tag
complies to the long tag of the
gateway

Static Parameter Commands

13 | Read tag, descriptor, date Read the 8 digit tag, the 16 digit
description and the date.

18 & Write tag, descriptor, date Write the 8 digit tag, the 16 digit
description and the date

12 | Read message Read the 32 digit message

17 & Write message Write the 32 digit message

20 | Read long tag Read the 32 digit long tag

22 & Write long tag Write the 32 digit long tag

16 R Read final assembly number

19 & Write final assembly number

Status Commands

38 & Reset configuration changed flag Reset the "Configuration changed"
response code

48 e Read additional status

12.4.2 Common Practice Commands

Command Action Description

Device Management Commands

41 & Perform device self test Initiates the self test function in the
device

42 & Perform device reset Immediately after the response the
microprocessor of the device will be
reset.

89 & Set real-time clock 12 Bytes device identifier are given in
the response, if the given long tag
complies to the long tag of the
gateway.

90 e Read real-time clock

512 |} Read country code
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Command

Action

Description

513

&

Write country code

Data Link Layer Commands

59 & Write number of response preambles | The number of preambles insert in
response telegrams can vary from 2 to
20. Default setting is 4.

106 | & Flush delayed response buffers Flush all gateway DR bulffers.

1/0 System Commands

using list index

74 g Read I/0O system capabilities Also returns number of detected
devices.

77 & Send command to sub-device using | Request embeds full Hart command.
card/channel

85 0 Read I/0O channel statistics using Read channel communication
card/channel statistics.

86 8| Read sub-device statistics using list | Read device communication statistics.
index

84 iy Read sub-device identity summary Allows to read the Instrument list (a

single item at a time).

1/0 System (HOST I/F) Commands

88

&

Write 1/0O system retry count

94

(A8

Read I/0O system host statistics

Read host I/F communication

statistics.

Wireless Commands

Command

Action

Description

Network information commands

768 | & Write join key Write the network's unique join key.
Only possible in (see chapter 5.2.1).
773 | &5 Write network ID Write the unique network ID.
774 |1 Read network ID Read the unique network ID.
775 | & Write network tag Write the network tag. The network tag
identifies the device in the
WirelessHART network.
776 Read network tag Read the network tag.
794 | Read UTC time mapping Read the time setting for the network.
797 | & Write Radio Power
798 | Read Radio Power
840 |1 Read Network Device's Statistics
Active / White / Black lists commands
814 | Read Device List entries using list
index
816 | & Delete device List table entry using
unique ID
821 & Write network access mode
822 | Read network access mode
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12.4.4 Device Commands
Command Action Description
835 |1 Read network device burst mode list | Read the device burst message list.
using unique ID
836 | & Flush device cached responses using | Instructs the gateway to flush all
unique ID cached responses for the relevant
device.
12.5 Software License

Open Source Software Information

The product you have bought uses open source software. According to the open source
license terms and conditions for the use of the open source software we provide you with the
following information:

1.

Under the program source code you will find a list of the different open source software em-
bedded in the product. The program source code is available under www.pepperl-
fuchs.com.

2. Inthe list the copyright owners of the respective open source software are named.

3. Under the program source code the license terms and conditions for the use of the differ-

I3 PEPPERL+FUCHS

ent open source software are available.

The sublicense for the use of the open source software embedded in the product is grant-
ed to you under the same license terms and conditions as required by the copyright own-
ers (see Nr. 3 above).

We expressly point out that the license terms and conditions contain extensive limitations
of liability.
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